DODATOK €. 2 K ZMLUVE O ZABE_ZPE(':ENI §LUZBY PLA‘!‘OBNI_'EHO SYSTEMU PROSTREDNICTOM
MOBILNEJ APLIKACIE PRE UHRADU DOCASNEHO PARKOVANIA
uzatvorenej podla ustanovenia § 269 ods. 2 a § 276 a nasl. zékona ¢. 51341991 2b. Cbehodny zéakonnik v platnom
zneni

(dalej ako ,Dodatok”)
medzi zreluvnymi stranami:

Objednavatel

Nazov: Hlavné mesto Slovenskej republiky Bratislava

Sidlo: Primacialne namestie £. 1, 814 99 Brafislava, Slovenska republika
1G0: 00 603 481

DIc: 2020372536

IC DPH: SK2020372596

[BAN: SK88 7500 0000 0002 2504 7483.

Zastipeny: Ing. arch Matus Valle, primétor

{dalej len ake ,Objednavatel” v prislusnomn gramatickom tvare}

a
Poskytovatel’

Nazov: HOPIN, s.r.o.

Sidlo: Pribinova 17952/4, 811 09 Bratislava

1€0: 45643 423

DIC: 2023083524

IC DPH: 8K2023083524

IBAN: SK94 1100 0000 0029 4745 9630

Zastipeny: Mgr. Martin Winkler, konatel’, Martin Baran, kenatel

{dalej len ako ,Poskytovatel” v prisluénom gramatickom tvare)
{Objednavatel a Poskytovatel dalej spolu len ako ,Zmiuvné strany” alebo jednofiivo ako ,Zmliuvna strana® v prisiu$nom
gramatickom tvare)

PREAMBULA

Zmluvné strany uzatverili dia ............. ... Zmluvu o zabezpeteni sluzby platobného systému prostrednictyom mobilngj
aplikécie pre dhradu docasného parkovania (dalej len ako , Zmluva“) v sUlade s Verejnym navrhom na uzatvorenie
Zmluvy o zabezpegeni sluzby platobného systému prostrednictvom mobilne] aplikacie pre thradu dogasného parkovania
podla § 276 zakona ¢. 51341991 zb. Obchodny zakonnik zo difa 20. jlla 2021, v zneni zmeny zo diia 1.10.2021. Podas
vzajomnej spoluprace medzi Zmluvnymi stranami, v zmysle legislativna-technického, ako aj vecnéha, v kantexte
upiatiovania jednotlivych prav a povinnasti vyplyvajucich zo Zmiuvy, wystali na zaklade praxe urGité oblasti prav a
povinnost, ktoré bud( doplnené a upravené aj v Novom obdobi, a teda budd sddastou novej praviej Gpravy verejného
navrhu na uzavretie Zmiuvy o zabezpedeni sluzby platobného systému prostrednictvom mobilnej aplikacie pre dhradu
dogasného parkovania podfa § 276 zakona ¢ 513/1991 zb. Obchodny zakonnik, ako aj siéastou tohto Dodatku.
V zmysle €. XI, ods.12.2 Zmluvy, je Objednavatel opravneny, najneskér v lehots do 30 (tridsat) kalendarnych dni pred
uplynutim doby trvania Zmiuvy, vypracoval a dorucit Poskytovatelovi navrh dodatku k tejto Zmluve, klorym sa (prava
vzajomnych prév a povinnosti podra tejto Zmluvy zosdladi s dpravou verejného navrhu na uzawretie zmluvy na Nové
obdobie podla bodu 121 Zmiluvy.

V stlade s vy$sie uvedenym a na zaklade vzéjomnej spoluprace medzi Zmluvnymi stranami, a vzajomnych pozitivnych
skusenosti ziskanych pri zabezpedovani €asovo a adminisirativne efektivnej Ghrady Parkovného prostrednictvom
Aplikécie ako jedného z platobnych kanalov na dhradu Parkevného v silade so Zmluvoy, a znenim Dodatku 6. 1 a
Vieobecne zavaznym nariadenim & 10/2021 o doGasnom parkovani motorovych vozidiel, ako Uplnym znenim
Vieohecne zavazneho nariadenia hlavneho mesta Slovenske] republiky Bratiglavy &. 8/2019 o doasnom parkovani
motarovych vozidiel, ako vyplyva zo zmien vykonanych véeobecne zavaznym nariadenim hlavného mesta Slovenskej
republiky Bratislavy &. 12/2020 a zo zmien a doplneni vykonanych véeobecne zavéznym nariadenim hlavného mesta
Slovenskej republiky Bratislavy ¢. 972021 {dalej ako ,VZN 10/2021°), Zmluwné strany uzatvaraji tento Dodatok.



Clanok |
Predmet dodatku

1. Zmluvné strany sa dohodli, 2e Preambula Zmluvy sa meni v celom rozsahu nasledovne;

a)

Nové znenie Preambuia;

., Preambula

Objednavatel je prevadzkovatelom patkovacich miest na izemi Objednavatela. Objednavatel véeobecne
zavaznym nariadenim &. 10/2021 o dodasnom parkovani motorowych vazidiel, ako Uplné znenie
viecbacne zavazného nariadenia hlavného mesta Slovenskej republiky Bratistavy &. 8/2019 o dogasnom
parkovani motorovych vozidiel, ako vyplyva zo zmien vykonanych vSeobecne zavaznym nariadenim
hlavného mesta Slovensksj republiky Bratistavy &. 12/2020 a zo zmien a doplneni vykonanych viechecne
zavaznym nariadenim hlavného mesta Slovenske] republiky Bratislavy & 9/2021 (dalej ako VZN
10/2021"), ustanovil iseky miestnych komunikécii na doéasné parkovanie motorovych vozidiet na svojom
Ozemi, urdil spdsob zabezpedenia prevadzky parkovacich miest, vysku Uhrady za dodasné parkovanie,
sposob jej platenia a spdsob preukdzania jej zaplatenia. Objednavate! umoZnil vo VZN 10/2021
vykonavanie Uhrady za parkovaci listok prostrednicivom infemetového rozhrania, vratane mobilnych
aplikacii, ktoré &4 beZnym a velmi vyuZivanym platobnym nastrojorn v oblasti thrady za doGasné
parkovanie v ramci krajin Eurdpskej dnie. Objednavatel povazuje uhradu parkovacich listkov
prostrednicivom mobilnej aplikacie za dihodabo preferovany spdsob predaja a distribicie dogasnych
parkovacich opravneni na (zemi Objednavatela.

Objednévatel’ v snahe zabezpedit poskytovanie kvalitnych sluZieb pre svojich ohyvatelov, ako g
navstevnikom na najvysSej moZnej (rovni aj v oblasti predaja a distribticie parkovacich opravneni
{parkovacich listkov} podporuje otvorend sifa pre vSetkych poskytovatalov sluZieb suvisiacich s
nredajom a distribliciou parkovacich oprévneni, ktoré ako jedina dokéaze zabezpedit a kontinualne udrzaf
pozadovany kvafitu poskytovanych sluZieb.

Poskytovatel ma zaujem poskytnut mobilni aplikaciu na dhradu parkovacich listkaov prostrednictvom tejto
mebilnej aplikécie, umoznit jej bezplatné stiahnutie a uZivanie kazdej osobe, ktora o to prejavi zaujem a
prevadzkovat it aplikaciu za odgplatu poskytovani Objednavatelom,

Objednavatel ma zaujem vytvorit efektivnu hospodarsku siitaz medzi poskytovatelmi mebilnych aplikacii
a preio sa verejnym navrhom na uzavretie zmluvy zaviazal uzavriet zmiuvu s kazdym poskylovatelom,
ktory o te v lehote na prijatie verejiného navthu prejavi zaujem. Ohiednavatel sprostredkuje Zakaznikovi
v rovnakej miere informécie o kazdom poskytovatelovi mobilnej aplikésie, kiory uzatvoril tto Zmhuvy, a
to najmé na webovej stranke Bratislavsky parkovact asistent — www.paas.sk, a odkazom na tito webovil
siranku, umiestnenym na vyhradenych miestach, najma na informaénych tabuliach parkovacich zon.
Prijatim verejného navrhu na uzavretie zmluvy kazdy Poskytovate! potvrdi, Ze spliia podmienky
opravnenosti definované Objednévatefom. Objednavatel po nadobudnuti Oéinnesti tejto Zmiuvy overi
splnenie padmienok opravnenast poskytovatelmi. Poskytovatefom, ktori spinia podmienky opravnenosti,
vznikne pravo aj povinnost preukazal, Ze mobilnd aplikacia splie poZiadavky Cbjednavatela
prevadzkovat a bezplatne poskytn(f mobilna aplikaciu kazdej osobe, ktora o to prejavi zaujem.

Na uéely zabezpetenia pristupu na trh je Chjedndvatel opravneny na roénej baze zverejnovat’ nové
verejné névrhy na uzavretie zmluvy, v ktorych na zaklade skisenosti s plnenim Zmiluvy nanovo upravi
poziadavky na mobilnt aplikaciv a spdsob preukazovania ich spinenia ako aj podmienky prevadzky
mehilnej aplikacie na daldie obdobie. Objednédvatel ma pravo umanit Poskytovatelovi poskytovat suzby
pedfa tejte Zmluvy aj v dalSom obdobi, a to na zaklade dodatku k tejto Zmluve, ktory bude zodpovedat
pedmienkam nového verejného navrhu na uzavretie zmiuvy, ¢im Objednavaltel zabezpedi rovnaké
podmienky poskytovania siuZieb pre vietkych (pdvodnych gj pristupujlcich) poskytovatefov *

2. Zmluvné strany sa dohodli, e CI. [ Definicia Dojmov 8 meni a doplfia nasledovne v tychto Gastiach:

a)

Pévodné znenie vybranych pojmov sa v celom rozsahu meni a nahradza nasledovinym novym znenim:
JSatkovacie tmiesta’ mamenaju Useky miestnych komunikacii urtené na doCasné parkovanie
moforovych vozidiel urdené véechecne zavaznym nariadenim Objednavatela pricom ku diu uzavretia
tejto Zmiuvy ide o VZN 10/2021 ako aj dalgie parkovacie miesta uvedené v Prevadzkovom poriadku;



b)

Parkovné" znamena poplatok za thradu parkovacieho listka urGeny veobecne zavaznym nariadenim
Objednavatefa; ku diiu uzevretia tejto Zmluvy ide o VZN 10/2021 {§ 4 VZN 10/2021) alebo v
Prevadzkovom poriadku;

Prevadzkovy poriadok” znamena prevadzkovy posiadok Objednavatela, zverejneny na webovom sidle
Objednavatela, ktory upravuje niektoré podmienky prevadzky Aplikacie a mdéze obsahoval zoznam
Parkovacich miest neuvedenych vo VZN 10/2021 a upravit vysku Parkovného za Parkovacie miesta
neuvedené vo VZN 0/2021; Prevadzkovy poriadok méze Objednavatel jednostranne menit; v pripade
rozporu medzi Prevadzkowvym poriadkom a touto Zmluvou vratane jej Priloh ma prednost tato Zmiuva;”

Pévodné znenie Definicia pojmov sa meni a dopiiia nasledovne o tieto pojmy:

~UX dizajn - User experiencefzaZitok” — znamena pouzivatelsky dizajn a postupy v ramei Aplikacie,
ktoré respektuji potreby Zékaznika v rémci Aplikacie, a zaroveii zabezpedujii naplnenie jednotlivych
ciefov Zmluvnych stran, najma bezproblémovil, casovo a administrativne efektivnu Ghradu Parkovného
pomocou samotnej Aplikacie, ktora ako vysledny produkt, musi byt intuitivna a jej zmyslom je pomoc
Zakaznikom za kazdych okolnostt néjst ¢o hladaiju;

WX test" — znamend test zo strany Objednévatela alebo nim poverenej tretej osoby v ramai Aplikacie,
ktorého vysledkom je analyza User experiencefzazitku Zakaznika z pouzivania Aplikacie v praxi.

3. Zmluvné skany sa dohodil. 7e Gl. 2 Uvodné ustanovenia a vhlgsenia stréin sa meni 8 dogiﬁa nasledovne:

a)

Pévedné znenie €l. 2.1 Zmluvy sa v celom rozsahu meni a nahradza nasledovnym novym znenim:

2.1 Ugelom, na ktory Objednavatel's Poskytovatefom uzatvaraju tito Zmluvu, je zéujem Objednavatela,
v sUlade so $tandardmi definavanymi v Prevadzkovom poriadku, zabezpeéit bezproblémovi, casovo a
administrativne efektivnu dhradu Parkovného prostrednictvom Aplikacie a umaoznit Zakaznikom
bezplainé powzitie Aplikacie ako jedného z platobnych kandlov na Uhradu Parkovného podlfa VZN
10/2021. Objednavatel zavedenim systému platieb Parkovného cez mobilné aplikdcie Chjednévatelom
sleduje zvySenie komfortu sluZieb pre Zakaznikov.“

4. Zmluvné strany sa dohodli, 7 C1.7 Prava a povinnost pri Prevadzkovani Aplikécie sa menj a dopliia nasiedovne;

a)

Pévodne znenie sa meni a dopifia 0 novy &.7.4.6 Zmiuvy:
.Paskytovatel sa zavazuje, Ze:

7.4.6 umozni vykonat Objednavatefovi alebo nim poverenej tretej osobe vykonanie UX tesh, tj.
testu na UX dizajn — User experiencelzazitok, v ramei Fézy prevadzkovania Apitkacie, ako aj Fazy
akceptacie Aplikacie, a to kedykolvek podas trvania Zmluvy, a zaroven poskyine maximalnu
sudmnost pre riadne a viasné vykonanie UX testu. V pripade negativneho vysledku vyplyvajiceho
z UX testu alebo v pripade zjavnych nedostatkov vyplyvajicich z vysledkov UX testu je
Poskytovatel povinny tieto negativa afalebo zjavné nedostathy vyplyvajlice z analyzy vysledkov UX
testu odstranit do 30°(slovom: tridsat) pracovnych dni od doruéenia wzvy zo strany Objednavatefa.”

8. Zmiuvné strany sa dohodli, e CI 8 Zodpovednost za vady Aplikécie sa meni a dopliia nasledovne:

a)

Pévodné znenie él. 8.10 a2 8.13 Zmluvy sa v celom rozsahu meni a nahrddza nasledovnym novym
Znenim:

,8.10 Poskytovatel je povinny zabezpeit reakeitt na Incident v dobe, ktorej dfska nesmie presiahnut
nasledujice doby tzv. Response Time:

a) 30 {tridsat) minit od identifikacie Kritického incidentu,
b) 60 (Sestdesiat) minit od identifikacie ZavaZného incidentu,



¢} 24 (dvadsatStyri) hodin od identifikicie Nekritického incidentu.

Doba reakcie na Incident sa zadina ratat od momentu detegovania Incidentu v zmysle bodu 8.8 tejto
Zmluvy.

8.11 Za reakeciv na Incident sa povazuje formalna kontrola nahlasenej udalosti, identifkécia mozZnej
priginy s riadnou klasifikciou, prioritizacia @ ohlasenie Incidentu, jeho moZnej priginy, Klasifikécie a
pricritizacie Objednavatefovi na adresu: mpa@bratistava k.

8.12 Poskytovatel je povinny zabezpecit neutralizaciu incidentu v dobe, ktorej dizka nesmie presiahnut
nasledujice doby tzv. Fix Time:

a) 4 (Styri) hodiny v pripade Kritickéhe incidentu,
b) 96 (devatdesiatSest) hodin v pripade Zavazného incidentu,
¢} 240 {dvestodtyridsat} hodin v pripade Nekritickéha incidentu.

Doba neutralizacie Incidentu zaéina plynit od najblizéej celej hodiny po uplynuti Response Time podia
bodu 8,10 tejto Zmluvy.

8.13 Incident sa povaZuje za neutralizovany obnovenim riadnej funkcionelity Aplikdcie v sulade s foufo
Zmluvou, najma Technickymi a funkénymi poZiadavkami. Po neutralizacii Incidentu je Poskytovatel
povinny tito skutodnost oznamif Objednavatefovi na adresu: mpa@bratislava.sk Priebeh kaZzdého
Incidentu spolu s popisom pricin vzniku Incidentu a spésobu jeho vyriedenia zaznamend Poskytovatel v
Mesadénom vykaze prevadzky.”

b) Pévodné znenie &l. 8.15 Zmluvy sa v celom rozsahu meni a nahrédza nasledovnym novym znenim:

.8.15 V pripade, ak Poskytovatel v priebehu kalendameho mesiaca porusi povinnosti uvedené v bode
8.12 tejlo Zmiuvy, znizi Objednévatel celkovi odplatu Poskytovatela podfa bodu 6.1 tejlo Zmluvy
nasledovnym mechanizmom. Objednavatel udeli za kazdé poruenie povinnosti uvedené v bode 8.12
tejto Zmluvy sankéné body takto:

a) 4 (styri) sankéné body za kaZzdé porusenie vo vztahu ku Kritickému incidentu,
b} 2 {dva) sankéné body za kaZdé porusenie vo vztahu k Zavaznemu Incidentu,
o} 1 (jeden) sankény bod vo vztahu ku kazdému Nekritickému incidentu.

Sudet sankénych bodov predstavuje percento, o kioré sa zniZi celkovéa edplata Poskytovatelfa podfa
bodu 6.1 tejto Zmluvy za prisiusny kalendarny mesiac. V pripade ak sUdet sankénych bodov za
ktorykolvek kalendarny mesiac dasiahne 8 {osem} bodov, vznikne Objednévatelovi prave odstipit od
Zmluvy *

Zmluvné strany sa dohodli. e €I, 14 Trvanie Zmluvy sa meni a dopiiia nasledovne:

a) Pdvodné znenie cl 14.1 Zmluvy sa v celom rozsahu meni a nahradza nasledovnym novym zneniny;
. 14.1 Zmluva sa zatvara na dobu uréitd do 31.12.2023 °

Zmiuvné strany sa dohodli, Ze Cl. 15 Trvanie Zmluvy sa meni a dopifia nasledovne:

a) Povodné znenie €. 15.1 Zmluvy sa v celom rozsahu meni a nahradza nastedovnym novym znenim:

»19. 1 Zmluva nadobida platnost diiom podpisu choma zmluvnymi stranami a dginnost’ diiom
nasledujdcim po dni jej zverejnenia v Centralnom registri zmlav v zmysie § 47a ods. 1 zak. &
40/1964 Zb. Obdianskeho zakonnika v zneni neskordich predpisov v spejeni s § Sa zak. &
2112000 Z. z. zakona o slobodnom pristupe k informécidm a o Zmene a doplneni niektorych
zakonov {zakon o slobode informécii) v zneni neskordich predpisov.”



Qb —

a)  Povodné znenie Prilohy &. 8 o zabezpeteni pinenia bezpednostnych opatreni, nofifikatnych povinnosti a
ochrany osobnych Gdajov sa meni a dopliia v €l. VI, ods. 3 nasledovne:

3. Prevadzkovatel uréuje nasledovné kontakiné osoby pre komunikaciu s Dodavatelom na (seku

kybernetickej bezpeénosti:

meno a priezvisko: Mgr. Martin Slysko
funkcia/pracovnd pozicia projektovy manazér
telefonne éislo: +421 903 509 574
e-maifova adresa: mpa@bratislava.sk™

b)  Pévodné znenie Prilohy &. 8 0 zabezpedeni pinenia bezpetnostnych opatreni, notifikagnych povinnosti a
ochrany osobnych (idajov sa meni a dopliia v £l. VII, ods. 4 nasledovne:

4. Prevadzkovatel uréuje nasledovné kontaktné osoby pre komunikaciu s Dodavatefom na Gseku
ochrany osobnych ddajov:

meno a priezvisko: Mgr. Martin Slysko
funkcia/prasovna pozicia projektovy manazér
telefonne Gisto: - +421 903 509 574
e-mailova adresa; mpa@bratislava.sk’

textacia jednotlivych priloh podia niZsie uvedengch‘;e sitéastou tohto Dedatku:

,,Priloha &. 1; Technické a funkdné poZiadavky {verzia 2023)"
.Priloha €. 2: Podmienky opravnenosti a spdsob ich preukazania {verzia 2023)"
.Priloha & 9: Vyhlasenie k splneniu Technickych a funkénych poZiadaviek (verzia 2023)"

Clanok Il
Zaverecné ustanovenia

Tento Dedatok je neoddelitelnou sticastou Zmluvy.
Tie ustanovenia Zmluvy, ktoré nie sa tymto Dodatkom dotknuté ostavaji v platnosti bez zmeny.
Neoddelitelnou stgastou a prilohou tohto Dodatku, st nasledujlice prilohy, ktoré tvoria i neoddelitelnii sicast
samotnej Zmluvy:
-, Priloha &. 1: Technické a funkéné poZiadavky {verzia 2023)"
.Priloha &. 2: Podmienky opravnenosti a spésob ich preukazania {verzia 2023)°
-, Priloha . 9: Viyhlasenie k spineniu Technickych a funkénych poZiadaviek (verzia 2023)"
Tento Dodatok nadobida platnost diiom jeho podpisania zmluvnymi stranami. Tento Dodatok nadobiida
Géinnost def nasledujtct po dni jeho zverejnenia v Centrélnom registri zmlav v sulade § 5a zakona & 211/2000
Z. 2. o slobednom pristupe k informaciam a o zmene a doplneni niektorych zakonov {zakon o slobode infarmacit)
v Zneni neskorsich predpisov v spojeni s § 47a Obcianskeho zakonnika, nie véak skor ako 1.januara 2023.
Tento Dodatok je vyhotoveny v 4 (slovom: Styroch) vyhotoveniach s platnostou criginalu, z kioryeh 2 (slovom;
dva) obdrzi Objednavatel a 2 {slovom: dva) chdrzi Zhotovitel.
Zmluvné strany vyhlasujl, Zze s spdsobilé na pravne (kony, ich véla je slobodna a vazna, prejav véle je
dostatoéne zrozumitefny a urdity, zmluvna volnost nie je chmedzena a pravny Ukon je urobeny v predpisanej
forme. Zmluvné strany si tento dodatok precitali a bez vyhrad sihlasia s jeho ustanoveniami.

V Bratislave, dna _ 4



Priloha €, 2

Podmienky opravnenosti Na ucely riadneho plnenia predmetu Zmluvy vyZaduje Objednavatel spinenie nasledovnych p >dmienok Poskytovatelom:

1.

Poskytovatel, ani jeho Statutdrny organ, ani élen itatutdrneho orgéanu ani élen dozorného organu, ani
prokurista nebol prévoplatne odsddeny za trestny ¢in korupcie, trestny ¢in poskodzovania financnych

. zaujmov Europskych spoiocCenstiev, trestny ¢in legalizécie prijmu z trestnej éinnosti, trestny ¢in zaloZenia,

zosnovania a podporovania zlocineckej skupiny, trestny ¢in zaloZenia, zoshovania alebo podporovania
teroristickej skupiny, trestny Cin terorizmu a niektorych foriem déasti na terorizme, trestny &in
obchodovania s [udmi, trestny &in, ktorého skutkovad podstata sivisi s podnikanim alebo trestny Cin
machindcie pri verejnom obstaravani a verejnej drazbe,

Vy )isom z obchodného registra a vypisom z registra
trestov nie starsim ako tri mesiace alebo zapisom do
zo:namu hospodarskych subjektov! alebo obdobného
zoinamu v inom Elenskom ététe EU.

Poskytovatel nema evidované nedoplatky na poistnom na socialne poistenie a zdravotna poistovia
neeviduje vodi nemu pohfadavky po splatnosti podfa osobitnych predpisov? v Slovenskej republike alebo
v itate sidla, miesta podnikania alebo obwyklého pobyt.

Potvrdenim zdravotnej poistovne a Sociilnej poistovne
nie starsim ako tri mesiace alebo zapisom do zoznamu
hos podarskych subjektov alebo obdobného zoznamu v
ino n &lenskom state EU.

Poskytovatel nemd evidované dariové nedoplatky voli dafovému uradu a colnému uradu podfa
osobitnych predpisov? v Slovenskej republike alebo v $tite sidla, miesta podnikania alebo obvyklého
pobytu.

Potvrdenim miestne prisluiného danového uradu a
mie stne prislusnéhe colného uradu nie stars$im ako tri
me iiace alebo zdpisom do zoznamu hospodarskych
subiektov alebo obdobného zoznamu v inom élenskom
étate EU.

Na majetok Poskytovatela nebol vyhlaseny konkurz, nie je v restrukturalizacii, nie je v likvidacii, ani
nebolo proti nemu zastavené konkurzné konanie pre nedostatok majetku alebo zrudeny konkurz pre
nedostatok majetku.

Pot rrdenim  prisluiného sidu nie star$im ako tri
me: iace alebo zdpisom do zoznamu hospodarskych
sub ektov alebo obdobného zoznamu v inom €lenskom
tata EU.

Poskytovatel je opravneny poskytovat sluibu, ktord je predmetom Zmluvy.

Dok:adom o opravneni dodavat poskytovat sluibu,
ktora zodpoveda predmetu Zmluvy {napr. vypis z OR
SR, ny prislusny doklad}.

Poskytovatel je zapisany do registra partnerov verejného sektora,’

Ove+ Objednavatel lustraciou v registri partnerov
ver¢ jneho sektora.

Poskytovatel md implementovany Information Security Management System.

Dol¢ Zenie ekvivalentného SO certifikdtu vydaného
opri vnenou autoritod alebo platného interného

L § 152 rdkona &, 343/2015 Z.z. o verejnom obstaravani a o zmene a doplnend niektorych zakonoy
7§ 170 ods. 21 zdkona &, 4612003 Z, 2. o socidinom poisteni vzneni zakona & 221/2019Z. 2., § 25 ods. 5 zdkona £, 580/2004 2. 2. o zdravotnom poisteni a 0 zmene a doplneni zakona £, 95/2002
Z. 2. o poisfovnictve a o zmene a doplneni niektorych zakonov v zneni zdkona &. 221/2019 7, 2.
} Z3kon €, 199/2004 Z. 2. Colny zikon a o zmene a doplneni niektorych zdkonov v zneni neskordich predpisov. Zakon €, 563/2009 Z. z. o sprave dani (daf ovy poriadok] a o zmene a dopineni niektarych zdkonov v zneni
neskorsich predpisov.

1 Zakon &, 315/201G Z, z. o registri partnerov verejného sektosa a o zmene a doplneni niektorych zdkenov.




poisu procesu Information Security Management
Sy tem.

8. Poskytovatel alebo platobnd brana, ktora je pouZivand v poskytovanej aplikacii je PCI DSS certifikovana. | Dolo3enie PCI DSS certifikatu.

9, $ Poskytovatefom nebola v minulosti ukonéend Zmluva z dovodu porugenia povinnosti Poskytovatela Ovari Objednavatef,

Vietky doklady pouiité na preukdzanie spinenia Podmienok opravnenosti musia byt predloZené v originaly a v listinnej Jodobe. Doklady na preukédzanie splnenia podmienok
opravnenosti musia byt vyhotovené v slovenskom, eskom jazyku a/alebo Gradne preloiené do slovenského jazyka.
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VYPIS Z OBCHODNEHO REGISTRA
Okresného stidu Bratislava |
Oddiel: Sro

Vlozka &islo: 66329/B

I. Obchodné meno

HOPIN, s. . 0.

II. Sidlo

Nazov ulice (iného verejného priestranstva) a orientadné €islo (prip. sapisné €islo):
Nové zahrady | 16450/13A

Nazov obce: Bratislava - mestska ¢ast Ruzinov

PSC: 82105

Stat: Slovenské republika

. 1ICO: 45 643 423

IV. Den zapisu: 13.07.2010

V. Pravna forma: Spoloénost s ruéenim obmedzenym

VI. Predmet podnikania (¢innosti)

1. kiipa tovaru na Ucéely jeho predaja konecnému spotrebitefovi (maloobchod) alebo inym
prevadzkovatefom Zivnosti (vefkoobchod),

. sprostredkovatelska ¢innost v oblasti obchodu,

. sprostredkovatefska ¢innost’ v oblasti sluzieb,

. sprostredkovatelska Cinnost’ v oblasti vyroby,

. reklamné a marketingové sluzby,

. prieskum trhu a verejnej mienky,

. organizovanie kultirnych a inych spologenskych podujati,

. ¢innost' podnikatelskych, organizacnych a ekonomickych poradcov,

. administrativne sluzby,

10. prenajom hnutelnych veci,

11. sluZby suvisiace s pocitatovym spracovanim udajov,

12. pocitaove sluZby,

13. vydavatelska ¢innost,

14. prenajom nehnutelnosti spojeny s poskytovanim inych nez zakladnych sluZieb
spojenych s prenajmom,

O o~ mHOb WM
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15. taxisiuzba
16. Kuriérske stuzby

VIl. Statutarny organ: konatelia

Meno a priezvisko: Mgr. Martin Winkler

Bydlisko:

Nazov ulice (iného verejného priestranstva) a orienta&né ¢islo (prip. supisné gislo):
Spitalska 2202/51

Néazov obce: Bratislava

PsC: 811 08

Stat: Slovenska republika

Datum narodenia: 17.09.1975

Rodné &islo: 750917/6323

Vznik funkcie: 02.07.2013

Meno a priezvisko: Martin Baran

Bydlisko:

Nazov ulice (iného verejného priestranstva) a orientaéné &islo (prip. sapisné &islo):
Vlastenecké namestie 10

Nazov obce: Bratislava - mestska Cast PetrZalka

PSC: 851 01

Stat: Slovenska republika

Datum narodenia: 17.01.1985

Rodné ¢islo: 850117/6574

Vznik funkcie: 22.03.2018

Spdsob konania statutarneho orgénu v mene spoloc¢nosti s ruéenim obmedzenym:
Konatelia konajui za spolocnost’ spolocne.

Vill. Spoloénici

Obchodné meno/nazov:

TIKTAK3 s.T. 0.

Sidlo:

Nazov ulice (iného verejného priestranstva) a orientaéné éislo (prip. supisné &islo):
Viastenecké namestie 10

Nazov obce: Bratislava - mestska ast Petrzalka

PSC: 851 01

Stat: Slovenska republika

ICO: 47 097 337

Vyska vkladu: 3 000,000000 EUR ( Periazny vklad )
Rozsah splatenia: 3 000,000000 EUR

Obchodné meno/nazov:
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Eterus Capital, a. s.

Sidlo:

Nézov ulice (iného verejného priestranstva) a orientaéné &islo (prip. supisné &islo):
Gorkého 4

Nazov obce: Bratislava - mestska ¢ast Staré Mesto

PSC: 811 01

Stat: Slovenska republika

1ICO: 44 193 025

Vyska vkladu: 4 000,000000 EUR
Rozsah splatenia: 4 000,000000 EUR

Obchodné meno/nézov:

PURPURA, s. 1. 0.

Sidlo:

Nézov ulice (iného verejného priestranstva) a orientaéné &islo (prip. sapisné &islo):
Pribinova 17952/4

Nazov obce: Bratislava - mestska ast' Staré mesto

PSC: 81109

Stat: Slovenska republika

1C0: 52 079 244

Vyska vkladu: 3 000,000000 EUR ( PefiaZny vklad )
Rozsah splatenia: 3 000,000000 EUR

IX. Dozorna rada

Meno a priezvisko: Ing. Frantidek Duracinsky

Bydlisko:

Nazov ulice (iného verejného priestranstva) a orientaéné &islo (prip. sipisné ¢islo):
Hviezdoslavova 52/B

Nazov obce: Ivanka pri Dunaji

PSC: 900 28

Stat: Slovenska republika

Datum narodenia: 19.01.1982

Rodné é&islo: 820119/9468

Vznik funkcie: 19.07.2019

Meno a priezvisko: Ing. Boris Kostik

Bydlisko:

Nazov ulice (iného verejného priestranstva) a orientaéné ¢islo (prip. supisné Cislo):
Pod zahradami 2472/23

Nazov ohce: Bratislava - mestska &ast Dubravka

PSC: 841 01

Stat: Slovenska republika

Datum narodenia; 14.07.1975

Rodné ¢&islo: 750714/6251
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Vznik funkcie: 19.07.2019

Meno a priezvisko: Daniel Gajdos

Bydlisko:

Nazov ulice (iného verejného priestranstva) a orientacné &islo {prip. supisné &islo):
Brigadnicka 22

Nazov obce: Bratislava - mestska ¢ast Devin

PSC: 841 10

Stat: Slovenska republika

Datum narodenia: 29.04.1985

Rodné éislo: 850429/6449

Vznik funkcie: 19.07.2019

X. Vyska zdkladného imania

10 000,000000 EUR

Xl. Rozsah splatenia zdkladného imania

10 000,000000 EUR
Dalie pravne skutoénosti

XL Iné d'alsie pravne skutoénosti
1. Spolognost bola zaloZena spolo&enskou zmiuvou zo dnha 18.06.2010 v zmysle
prisiudnych ustanoveni z.&. 513/1991 Zb. Obchodny zakonnik.

2. Zapisnica zo zasadnutia valného zhromazdenia spolotnosti zo dna 02.07.2013.
3. Zapisnica z mimariadneho vainého zhromaZdenia zo dfha 31.01.2014.

Vypis zo dfa 30.11.2022
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Osvedcéovacia dolozka

adéujem, Ze tento listinny dokument vznikol zarudenou kenverziou z elekironicke] do listinnej podoby podra § 35 ods. 1 pism. a) zakona

J05/2013 2. z. o elektronicke] podobe vykonu pésobnosti organov versjnej mocl a © zmene a doplnenf niektorych zékonov (2dken o e-

Jvernmente) v znenf neskorich predpisov a Vyhlagkou Uradu podpredsedu viady Slovenskej republiky pre investicie a informatizaciu &
53112018 Z. z. 0 zarudene] konverzil.

Udaje o pdvodnych elektronickych dokumentoch

Pavodny dokument v elektronickej podobe

Nazov dokumentu | Sro_86329_B.pof |

Format dokumentu | PDF

Hodnota elektronického odtlagku pévodného elektronického dokumentu

[ xmiMkuz2aZjsQsweoLaTRECTV3ZRMZOGHOMGCKKFgOgY 4AWIEFwnIHPQXa Y OXJPSIYKF/dFIKZEnSkdCpvmg==

Funkcia poudita pre vypodet elektronického odtlagku [ SHA-512 t

Autorizatné prvky povodnych dokumentov v elektronicke} podobe

®  Dokument obsahuje prostriedky autorizacie alebo &asovd pediatku
O  Dokument necbsahuje prostriedky autorizacie alebo dasovil peciatku

Autorizacia povodneho elektronického dokumentuy

Typ autorizacie [ Kvalifikovana elektronicka pedat |

Stav autorizécie [ platna |

Cas autorizacie  [30.11.2022 12:11 |

Cas overenia autorizacle [30.11.2022 12:11 |

Miesto autorizacie l Neuvedend J

Dalsie udaje o autorizacii | l

Osaba, ktord autorizéciv vykonala

Identifikator L_Ministerstvo spravedlivosti SR, ICA - 10432139, NTRSK-00186073 |

Zastupovana osoba [ Ziadna )

Mandat [_Ziaden l

Casova pediatka pripojena k prostriedku autorizacie

Typ Casovei peciatky [ Kvalifikovana |

Stav #asovej pediatky l platna |

Cas vystavenia éasovej pediatky [ 30.11.2022 12:11 |

Vydavatet asovej pediatky [ Time Stamp Authorily 7 |

172



SLOVENDKA poa~
2 ,-;-‘..._.}_.f__mﬂ :;Loa 'S
r
Cas overenia Easovej pediatky | 30.11.2022 12:11 | ® ‘;m Bintrigg
s - 1Y

Autorizovane elekironicke dokumenty

Nazov dokumentu [ Sro_66329_B.pdf

Udaje novovzniknutého dokumentu v listinnej forme

PoZet listov
Potet neprazdnych stran :’
Format papiera novovzniknutého dokumeniu

Format papiera Format papiera A4 (210
% 297 mmy}

Podet listov

Udaje o zaruéenej konverzii

Evidenéne &lslo zaznamu o zarutenej 7346-221130-4968
konverzii

Datum a &as vykonania zarucenej konverzie ,30.1 1.2022 12:11 !

Zaru¢enu konverziu vykonal *

ICO  [36631124 |

Nézov prévnickej oscby | Slovenskd posta, a.s.,
Partizanska cesta 9, 975 99 Banska Bystrica,
OR OS5 BB, oddiel Sa, V1. &. 803/3

Meno [Eleoncra l

Priezvisko  (Lengyelova |

Funkcia alebo pracovné zaradenie | zamestnanec posty '

+] Ak bola zarudend b ia vykonand aul: ¥m spdsobom, Gdale o mana, pri funkeit a ¢ p 38

Podpis a pediatka

e T A A \/~
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Cestné vyhlisenie

o zapise v Zozname hospodarskych subjektov

Spolognost HOPIN, s. r. o, ICO: 45 643 423, so sidlom: Nové zahrady [ 16450/13A, 821 05 Bratislava
- mestska ¢ast’ Ruzinov, zapisana v obchodnom registri Okresného sudu Bratislava I, oddiel Sro, viozka
¢, 66329/B atymto pie Gely riadneho plnenia predmetu Zmluvy o zabezpedeni sluzby platobného
systému prostrednictvom mobilnej aplikacie pre vhradu dogasného parkovania v zneni jej Dodatku ¢. 2
preukazuye splnenie podmienok opravnenosti zapisom do Zoznamu hospodarskych subjektov vedenym
Uradom pre verejné obstaravanie v silade s § 152 zakona ¢. 343/2015 Z. z. o verejnom obstaravani a o
zmene a doplneni niektorych zakonov v zneni neskorich predpisov a v tejto suvislosti

festne vyhlasuje,

%¢ je zapisana v Zozname hospodarskych subjektov vedenym Uradom pre verejné obstaravanie pod
registracnym &islom 2022/6-P0-F9616 s platnostou do 30.06.2025,

V Bratislave dila 2.12.2022



Zasady informacnej bezpeénosti HOPIN TAXI

Sidlo: HOPIN TAXI, Pribinova 4, Bratislava §1109
Datum vydania: 11.11.2019
Datum posledného prehodnotenia rizik: ~ 11.11.2021



Priloha : analvza rizik

« Aktiva, hrozby, opatrenia, incidenty

Kontakty
Zodpovedna osoba za aktualnost Udajov, spisovanie nahlasenych incidentov zamestnancami
HOPIN TAXI, navrhy rieSenia incidentov:

Ladislav Babka (IT security manager)

Schvalené:
Richard Lérincz (CEQ)

Nahlasovanie incidentov zodpovednej osobe alebo mailom na:
hopin@hopin.sk



1 Analyza informacného systému HOPIN TAXI

HOPIN TAXI je téchnologické spolo¢nost vylutne zamerana na informacné
technologie. Hlavnym zameranim spolo¢nosti je poskytovanie sluzieb v oblasti dopravy.

HOPIN TAXI vyuziva lokalnu siet a cloudové rieSenie Amazon Web Services (AWS)
ako svoje hlavné infrastruktury pre riadenie a poskytovanie sluzieb.

1.1 Lokalna siet

Lokalna sief je nakonfigurovana cez jeden centralny bod router od spolocnosti
ASUS a firewallom. Sief tvori WiFi pripojenie ako aj LAN pripojenie. Do sieti sU pripojené
pracovné stanice, notebooky, tlatiarne, mobilné zariadenia. Siet nema Ziadne zariadenia
ktoré musia byt dostupné z internetu. Pracovné stanice, notebooky vyuzivajd OS Windows
10, Mac OS. Mobilné zariadenia Android OS, 10S.

Pracovné stanice, notebooky, mobilné zariadenia pracuj najcastejSie s softverom:
mailovym klientom Thunderbird, webovy prehliada¢ Chrome, GitKraken, Visual Studio
Code.

Pracovné stanice, notebooky, mobilné zariadenia maju komunikalny bod s AWS
cez interné vyvijané web administrané prostredie (HOPINadmin), priamy pristup cez
PUTTY, AWS console web administraéné prostredie (AWS console).

Lokalna IT infrastruktira sa vyluéne vyuziva na oficialne firemné Gcely priamo
spojeneé s poskytovanim HOPIN TAXI sluzbami.

1.2 AWS

Cloudové rieSenie od spolotnosti Amazon je dihodobo 3pickou v poskytovani
cloudovych rieSeni. V3etky serveri si zapojené v cloude a pracuji oddelene podlfa
poskytovanej sluzhy. V sieti sU pripojené aplikatné serveri, databazove servere, load
balancery. Servery vyuZzivaju linux CentOS pre aplikatné servery, databazové servery
vyuzivaju Amazon Aurora Mysql.

AWS IT infrastruktdra sa wlugne vyuziva na oficialne poskytovanie sluzieb HOPIN
TAXI.

2.Vieobecné pravidla bezpetnosti definované v HOPN TAXI

Informaéné systémy HOPIN TAXI sU spravované interne, vyluéne osobami ktoreé s
priamo podriadenie HOPIN TAXI. Udaje uloZené v informacénam systéme st vlastnictvom
HOPIN TAXl a neexistuje Ziadna tretia strana pristupujica k datam HOPIN TAX| bez
vyslovného suhlasu HOPIN TAX! a v sulade so vieobecnhymi obchodnymi podmienkami
(VOP) a ochrany osobnych udajov (GDPR) definovane HOPIN TAXI.



2.1 Personalna bezpetnost

Vched do budovy kde je umiestnena lokalna siet je monitorovand kamerovym
systémom ako aj fyzickou osobou. Samotné priestory HOPIN TAXl su oddelené
uzamykatelnymi dverami ku ktorym majd pristup len osoby HOPIN TAXI. Priestor je dalej
chraneny pohybovym senzorom. Dvere sU v nepritomnosti riadne uzamknuté.

Zamestnanec riadne uzamyka priestory HOPIN TAXI ak sa v fiom uZ nikto viac nenachadza,
alebo nie je posledny no dal3i zamestnanec HOPIN TAXI nemaju priamu viditelnost na
ostatné priestory v kanceldrii.

Zamestnanec ma v svojej nepritomnosti pracovné zariadenie vzdy riadne uzamknuté
ochrannymi prvkami tak aby nepovolena osoba nemohla zaradenie zneuzit i uz formou
komunikacie v mene HOPIN TAXI, pripadne softvérovo upravit pracovné zariadenie.

Zamestnanec ihned nahlasuje zodpovednej osobe stratu pracovného zariadenia, vietky
pristupy musia byt o najskdr zmenené, najneskdr do 24 hodin od nahlasenia incidentu.

2.1.2 Nastup nového zamestnanca

Kazdy novy zamestnanec je upozorneny a oboznameny so vieobecnymi
pravidlami bezpecnosti.

2.1.2 Skonéenie pracovneho pomeru
Kazdy zamestnanec ma pracovnu zmluvu a prava, povinnosti ktoré z nej vyplyvaju.

Zamestnancovi ktory ukondil pracovny pomer s HOPIN TAXI st odobraté pracovné
zariadenia, pristupy do administracnych nastrojov, klice od priestorov HOPIN TAXI.

Zamestnanec ma zakdzané zalohovat pre svoje osobné potreby akékolvek data. Data
HOPIN TAXI sU posuvane na dalSiu osobu tak ako je definované manaZmentom HOPIN
TAXL.

Zamestnanec je sUcinny v posuvani svojej prace, dostupnosti vysledkov na dalsiu osobu
tak ako je definované manazmentom HOPIN TAX|

2.2 Pracovné stanice, notebooky, mobilné zariadenia a iné komponenty
zapojené v lokalnej sieti

VSetky zariadenia podliehajice HOPIN TAXI maji implementovand zadkladna
ochranu pristupu vo forme uzivatelského mena a hesla, kazdy zamestnanec HOPIN TAXI
m4 pristup len do zariadeni ktoré mu boli zverené a ktoré stacia pre vykon jeho préace. Nie
su priamo vystavené dosahu nepovolanej osoby.



Pracovné zariadenia:
« Zzariadenia vyvojarov

Komunikuju s infrastruktirou AWS, nepriamo cez web administracné rozhrania AWS
console, HOPINadmin, ale ja priamo cez PUTTY. Kazdy priamy pristup je zabezpeceny
osobnym prihlasovacim kiu¢om. Takto prihlaseny uZivatel mdzZe vykonat svoj pracu, ale
nema ROOT pristup. -

« zariadenia supportu / manaiment

Komunikuju s infrastruktdrou AWS cez HOPINadmin. Prostredie je zabezpedené end to
end prostrednictvom HTTPS, pristup do systému ma iba zamestnanec po zadani
uZivatelského mena a hesla.

+ tlagiarne / skenery

Su zapojené do lokalnej sieti prostrednictvom WiFi, alebo aj priamo LAN kablom.
Zariadenia maju vypnuté akokolvek iné moznosti pripojenia sa uZivatela inak ako cez sief
cez ktoré su pripojené.

« router

Hlavny sietovy uzol, zabezpeceny silnym heslom (najmenej 8 znakov, musi obsahovat
minimdine jedno pismeno a feden zvidstny znak (@, ?, 1) alebo éislo (0,1,2, ... 9)}, pristup je
mozny iba cez HTTPS pripojenie a len osobham k tomu uréenym. Zabezpecuje pristup
K pracovnych zariadeni do lokalnej sieti cez rozhranie WiFi 2 GHz, 5 GHz a LAN. WiFi je
zabezpedené silnym heslom, Standard prenosu Sifrovacieho kiuca je WPA2, Zariadenie s
doZivotnou implementaciou AiProtection od firmy Trend Micro pre zabranenie pristupu
na podozrivé serveri. Zariadenie je pravidelne aktualizované

Zamestnanec pri odchode od pracovnej stanici uzamyké pracovné zariadenia aby tak
zabranil teoreticky potencidinemu riziku ak by sa nepovolanéa osoba dostala do priestorov
HOPIN TAXI.

Zamestnanec pravidelne raz za 3 mesiace meni heslo do pracovného zariadenia pre
pripad, Ze by sa staré heslo nevedome dostalo k neZiaducej osobe.

Zamestnanec nezdiela WiFi heslo, s tretimi osobami. V pripade potreby poskytovania
internetového pripojenia tretim osobam je vyuZivana dofasna GUEST siet, podporovana
routerom.

Zamestnanec nahlasuje zodpovednej osobe akokolvek podozrivé stavy ktoré zaznamenal
na pracovnych zariadeniach, € uz hardvérové alebo softvérové. Tie su zapisovaneé do
prilohy analyza rizik, sekcia “Incidenty”.

2.3 Servere

Serverova infrastruktira je zabezpelend prostrednictvom siuzby AWS. AWS
poskytuje vysokd mieru fyzickej ale aj elektronickej bezpecnosti splfiajucu normy ISO/IEC
27001:2013, 27017:2015 a 27018:2014. Serveri sU chranené proti sietovym vypadkom tak
aj efektrickym vypadkom pri SLA 99.99%.



Databdzové servere obsahujuce citlivé data zakaznikov (email, telefonne dislo,
meno, vytvorené ohjednavky ) st dostupné iba cez aplikacné serveri. Priamy pristup do
DB majl len technicky poverené osoby cez tunel PUTTY, chraneny klu¢om vystavenym
zvladt pre kazdi poverenu osobu. Pristupy s monitorované zamestnancom spravy AWS
av pripade podozrenia nahlasované zodpovednej osobe.

Aplikatne serveri zabezpecuji komunikaciu s HOPIN TAXI mobilnou aplikaciou ako
aj dalsfmi sluzbami spojenymi s HOPIN TAXI. Nachadzaju sa za load balancermi a
firewallom,

Zamestnanec sa pripajaju na server cez tunel a svojim privatnym RSA Kklacom.
Prihlasovanie heslom je zakazané.

Zamestnanci maji obmedzené Gcty, iba vyhradeni pracovnici majui pristup k ROOT a
modzu vykonavat zmeny.

Zamestnanec nahlasuje zodpovednej osobe akokolvek podozrivé stavy ktoré zaznamenal,
¢i uz hardvérové alebo softvérové. Tie su zapisované do prilohy analyza rizik, sekcia
“Incidenty”.

2.4 Informacna bezpelnost

Vietko programové vybavenia pracovnych zariadeni ma platni legalnu licenciu. Su
chranené firewallom a antivirusom minimalne v Standarde poskytnutom operatnym
systemom. Pracovné zariadenia su pravidelne aktualizovane.

2.4.1 Elektronicka komunikacia

Komunikacnymi kanalmi email, skype, whatsapp, viber, teams a pod. nie su
prenasané Ziadne citlivé (daje ktoré by teoreticky mohli zabezpedit pristup nepovolenej
osohe, ako su napr. prihlasovacie Udaje, privatne klice. Vietky ddlezité data majul dalsiu
vrstvu bezpecnosti v podobe archivacii dat zabezpetenej silnym heslom. Samotné heslo
je distribuované inym komunikatnym kandlom bez poskytnutia akejkolvek dalSe;
informécii k €omu heslo patri.

Mailovi klienti su pripojeni k serverom IMAP/POP/SMTP poskytovatela mailovych
sluzieb cez zabezpeceny protokol TLS/SSL.

Akékolvek daldie digitdlne komunikacné kandly podliehaji rovnakym principom
zabezpecenia, pricom minimalne je splnené, Ze dana sluzba, program poskytuje end-to-
end Sifrovanie a poskytovatel tejto sluzby/programu je verejne znadmy a ma Siroku
pouZivatelskd zakladfiu.

24.1 Data

Vlastnikom v3etkych dat je vyhradne HOPIN TAX|, a bez vysloveného sihlasu k nim
tretia strana nema pristup.



+ pracovneé data

HOPIN TAXI zamestnanec vykonava svoju pracu ku ktorej potrebuje data, ktoré nemaju
priamo vplyv na HOPIN TAXI, mdzu/nemusia byt zdiefané. Je na uvazeni zamestnanca i
data zélohuje.

« Interné data
Data ktoré maju priamo vplyv na spolo¢nost, majl k nim pristup iba k tomu poverené
osoby a nie su zdielané. SU uloZené na vyhradenych zariadeniach s pristupom len pre
poverené osohy s pravidelnou zalohou.

o externé data

Data ktoré HOPIN TAX) ziskal z externych zdrojov, ako su Udaje o zakaznikoch tak ako je
spomenuté v GDPR. Iba poverené osoby maju pristup k tymto datam a to len za tcelom
skvalitiovania poskytovanych sluzieb. SU uloZené iba v AWS, pristup je v zavislosti od
potreby zamestnanca s aktivnou zalohou a rychlou obnovou v pripade vypadkov.

Zamestnanec nepouZiva rovnaké hesla pre rozne sluzby a pristupy.

Zamestnanec vyuZziva pracovné zariadenia vylucne na vykon svojej prace, neotvara emaily,
webstranky, programy, ktoré prisli z neznamych zdrojov.

Zamestnanec vyuziva externé data iba za (celom zlepsovania poskytovanych shiZieb.
Dokumenty ktoré takéto data mdzu obsahovaf musia mat daiSiu vrstvu zabezpecenia
formou archivécie s nutnostou hesla, ktoré nesmie ist tou istou komunikacnou cestou.

Zamestnanec nahlasuje zodpovednej osobe akokolvek podozrenie, Ze jeho pristupove
udaje mohli byt kompromitované.

Zamestnanec nezdiela Ziadne data s trefou stranou, s vynimkou ak ide o data ktoré sa
tretej strany wylucne tykaja. Vsetky ostatné data spadaji pod mléanlivost, v pripade
nejasnosti sa kontaktuje manazment.

Zamestnanec nahiasuje zodpovednej osobe vietky pripady ak by sa dostal k datam, ktoré
nepotrebuje k svejef pracovnej finnosti, alebo by s nimi mohol akokolvek inak narabat.

24.2 Sluzby

Vietky poskytovaneé sluzby si vylucne digitalne.
Poskytované sluzby:

« mobilna aplikacia (android, apple)
+ web sluzby (web aplikécia, web stranka, e-shop, business portal, HOPIN portaly )

Web sluzby sl hostované u poskytovatefa Websuppart, Mobilna aplikacia cez google play
store a apple store.

Web sluzby sa periodicky najmenej raz za mesiac testované online nastrojmi OWASP TOP
10.



3, Analyza rizik HO

PIN TAXI

Sucin matice zranitelnosti, aktiv a hrozby. Ohodnotenie aktiv HOPIN TAXI, zoznam
je ziskany konzultaciou zamestnancov a manazmentu HOPIN TAXI. Aktualny stav analyzy
na zaklade prilohy analvza rizik sekcia "Vahove matice”.

Manazment schvaluje koneZné vahovanie aktiv, hrozieb a pravdepodobnosti

hrozby.

Zelelena farba - nizke riziko (0 -20)

DIenzovafare - stredné riziko (21 -30)

_\ - Vysokeé riziko (31 a viac)

HOPIN| Zariadenia| Zariadenia| Tlaciarne,
Aktiva)| ASANA!GitLab] Emaily| admin | vyvojarov | supportu | scannery | Router
Hrozba
Vypadok
servera 15 20 30 30 0 0 0
Vypadok
sietového
uzla 15 20 15 20 0 0 0
Vypadok
sluzby pre
administraciu 9 12 9 12 0 0 0 12
Vypadok
sluzby
dodavatela 12 16 12 0 0 0 0
Kradez dat 15 20 | 30 15 15 0 0
Zneuzitie
opravnenia 21 B 20 | 15 0 0 0 20
Poskodenie
dat
neumyselné 12 16 12 0 0 0 0
Poskodenie
dat 15 20 15 20 0 0 0 0
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15

15

25

Malware

25




Aktiva

ASANA
tool

Verejna
doprava

Websupport

Aplikacia

Web
stranka

Biznis
portal

Asistenény
portal

Eshop

Hrozba

Vypadok
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20

20
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20

20

20

20

20
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20

20

15
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12
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dat
neumyselne

Poskodenie
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20

30

24

20

20
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20
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16
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24
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20
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3.1 Vyhodnotenie rizik

Zelelena farba - nizke riziko ( 0 - 20)

24

24

24

Riziko je akceptovatelné z pohladu aktudlneho zabezpelenia s ohladom na
pripadné skody a naklady v pripade vyskytu.

Ciranzova farba] - stredné riziko ( 21 -30)

Riziko kde by malo prist k naprave v istom ¢asovom Useku

- - Vysoke riziko ( 31 a viac)

Riziko kde je urychlene potrebné prijat napravné opatrenia.



Aktualny stav vyhodnotenia rizik na zaklade prilohy analyza rizik sekcia *Vahové matice”.

HOPIN Zariadenia Zariadenia Tia&iarne,
ASANA|GitLab|Emaily} admin vyvojarov supportu scannery router
11 15 14 25 4 1 0 8
servere|Osobné data|Objednavky|Zmiuvy|Mapovy poskytovatef| Google|Apple| AWS
27 21 21 2 2 10 10 | 16
ASANA Verejna Web Biznis Asistenény
tool doprava |[Websupport|Aplikacia| stranka porta portal Eshop
18 7 14 14 14 19 19 19

Prehodnotenie rizik prebieha raz za 6 mesiacov ak nenastane Ziadny incident. V pripade
incidentu sa prehodnocuju aktiva ktoré boli incidentom zasiahnuté.

Kazdé novovzniknuté aktivum je prehodnotene a zaradené do prilohy analyza rizik, z
ktorého vyplynie ¢i je potrebna naprava.

Kazde zaniknuté aktivum je vyradené z prilohy analyza rizik.
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# Poliagavka

ROMPA-DD

1
ROMPADO2

—

ROMPA-006

ROMPA-007

ROMPA-008

ROMPA-DD9

RGMPA-002

ROMPA-D10

RAMPA-011

ROMPA-D1Z

ROMPA-D13

ROMPH-014

Hazov testovacieho seandra

indlatdcia aphidell 2 AppSlore a Geogle
Play

Zapis lransahcic da MoPO

Jazykovad konirok

Vylvorenio pow ivatolskéhe konla MPA
9 ovorenim eemadove) adresy afalobo
lel dista

Preveranie gonlilhaci spravno zdny
podfa lokally poukivatola.

Dignaly parkovaci kolid

4 plalba 2a park 5
voprod nazlavenym dasom

Nalifikuj zahazika

Zobraz krodit a zaovidy 2lavu na
parkovnd 2 Banusovoj patkovace)
harty {BPK)

Zobraz krodil a zacvidy zlavu na
parkovid z NivEtevnithe parkovace)
karly (NPK)

Zobraz profi, produkty a vozidl
{peihidsondho) poulivalela

Imporiy zény a lanly

Ciel
Ciefam jo 218, £i jo apikacia verejne prisiupnd a

bezpbtnd na Google Py 3 AppStore a &1 p moznd

randlalwvat a spusli sa.

Clofom jo zis|¥ spravny zaps odajpv do MoPD a &lanic

poirebnych ddajov aka napr, zosiack bomumovych
hodin pre pouzivalola ParkSyg

Ciefam jo 2iti, & aplkacia komunikuje po siovansky 8

pa anglicky.

Ciofomn Jo provaril’ vylvorenio, zaragisirovana nuvehn

paugivatefa v MPA.

P i funkénosli, & aplkécis podfa GPS
Zarigdonis sprivng identiikuk: a prodvoll akludinu
parkovaciu zénu, zobrazi cony a éas parkovania g
dowed harakeiu zény {napr.

afalobo promiesing’ pozicid na mape).

zadal’ kdd zdny

Aplikacia davofue prabfaddv ol 26ny $0 2obrazenim

parameov parkovania,

Cnel'amp overit, élapim:a obmedz{ nastgvi dltky

N 4 ob N

dand

na max, ¢

dnpravn)?m znatenim msoky dopravaej reguldcio) a o

bez ohfadu &i e o platend albbo nopt

Popis Scandn

Prokik z paskulnutich LIRL pramo z mobingeh fekfooov §
podporovanym 08 a ndlathcia apiudcii 2 Googlo PlayfAppStoro,

MPA ma honchbivias na ParkSys
Poufivalel & konlom aj v ParkSys sizobrazl zoslatkovy krodi

Pouzivalol zadd a

« wyplyvajiei z parkovacich karicl.

uhonci par i Ir i

Konlrala poskyntutych baquage files.

1. Vylvorenie novéha Gl v MPA s povinng m zadanim ¢-maikwej adresy
bineho Lel Eisk. vi

ého k GELW,

2. Zadana o~mall adresa afakebo mobilné lol, &islo bude akceplovant &
D&t aklivny pro poutiic v HMBA ak po jeho dvojfaklorovem oversnl.
3. Prcd prvfm pl:luxil'm p vyiadwany suhkas § obchodnimi

nia HMBA

Yy p

4 Na poﬂi\rsﬂsl«:rn i&le 53 vyhond zmans e-malovej adresy alabbo
mnbilndho leleftnnoha Ssia a budo akcoplovand aZ po p
dvofioRIanVom ovorel.

MPA v oblasli vyberu zdny zobrazl spra

2Gres podfa akludinch

GPS zarindonia 9 conami a casom & narknvanra a poekytujo GUIE na
prohfadivania tfakdich zén o informdeil ku nim. Apéhacia lad umoZiuiy
monuding zadanio kédu zdny alsiobo promostnaneg pozitic na mape.

MPA obmodzl

"wybvord plateni alobo noplalerd parkovaci

transakeiu na zakbde Lasoviho obnwdzonh. C‘aso\ns ohrmdzcnin sa

rasoiujo o polnoci. Pri plal

i i i i Gasu

i o pa uply

(z max. &apovéha obmnd.zum] ¥ dany dati EGV cvidovans ako

Ciclom jo zaovidavanio gakovania & urtenym
1h ia a voprod dle

pm'kovann 5 maZngsfow ukonbenia kadykolvek prod
shandenim platnosti packavacioha ¥sika = ndslodnou

pltbou za rodlny das packovana [posipand)

Colam h nolifkevanic poulivaiala o biiZziscnj expirdel

L] i parh ieho I'stka alobo digildinch
park.avacloho kaltita, prip. injeh wabellnch

siivigiacich s parkovanim.

Ciofom o umadnit drZilcfom BPK Zobvazonia donndho

krodil (fmitweasw) a zapoéilank valndhe keediu

{akludne 100 % zlava z parkovodhs) na parkavanio v

rdmci parkovace] iransakein (zatvidovanie/kipa

rk eho listhu) 20 avajiceho krediu BPIC
karly v rmysle VZN,
Cielam o umoznil’ drzilafom NPK zobrazenio rodného
houditu {fi ya ditanie {aktudine 100 %
zfava z parkovného) na park ic 70 205 v agical
kreding NPK v zmyalks VZN,

Ciclom jo zobrazenic nformach o prehiade a alave
Behy, hiskdeia ansahch, h akth

i parkovact iglok) & noumaZnl zaovidovanic datbe)

parkmraco] ransakeic.

MPA \ryl\!ori Irarﬁnhcl.l na parho\rarm s0 zatialhom parkavania a ditkou

parkowana) PouZivalol mad maznosl kodykok

A dlika, rosp. tas mm
k ukondi park &

naskednym zaplakentm za reding Las pﬂrkovﬂrﬂn,

MPA nolfikije o biZocom sa konci plalncsli parkovania a o
autarmalickom ukondenl (vo voprod nastavony 3as) parkovania.

MPA zobrazi zostdvajic hredi = BPIC Fbspuslonf parkovara vylvar

vF ySea v pripads p i plaiby zadke MPA do
ParkSysu nforméciu o L bor kredie hoed pri
falku parkovania (ansakeio), v pripade posipaidu po skandeni
parkovania {iransakeio).

MPA zooviduie do ParkSysu zaiatok a konioe packovniy, na zvalinom
iisoht pre manudine viaZene ECV Barpajic kredll 2 NPK,

MPA zobvazi informdcio o prahlade a stavo BEl, histdria kansakei,

: h &
hislarickych produkiov, rege

Cifom Jo imponteval delinavand zényfobiasli g ich
vislvy zo sysldmu ArCGIS mesla

vDZI‘Jﬂ.

vozida

aklvnych gj hislorichych produliloy, registrovane aklivne

MPA sa v dohodiulyeh Ersovyeh nlorvalsch synchronizupe $o
syslémom ArcGIC a v pripada, 2o i to polrebot. stighne siinfarmacio o
zénachfoblasliach a laiach do sysitmu MPA

Valup

Apikant poskylne URL na sliahnutio apikacio
z Google Py a AppSlore.

MPA 5 pouivalefom ParkSys 8 RPK avaloba
APK afalabo BPK afalobo NFK, ktory 8 poznit
zoatalkovy krodit 2 BPK a NPK ako aj zakipi
parkovaci iglak,

Languape fies {min, SK, EN) poukid v
apikacd a emaidovych a ryeh nolfkdcach.

MPA pro viotky 1y py poudivatatov

MPA pre: vBolky 1ypy pewtivateloy

MPA pro vielky lypy poudivatafovw na imake
doprawncj reguidcic s max. &asovym
abmmedenndm [napr, 30 min.).

MPA pro vicihy lypy pouivaloloy

MPA pre vislky lypy pouzivalsiov

MPA.3 pouZivalefom ParkSys s BPK =

MPA s pouZivatefom ParkSys 8 NPK

WP pouZivalofom ParkSys s RPI afakobo
APK afalcbo BPK afakebo NPK

Valbanie AP na synchrankedciu dil x ArcGIS

Vistup

Uspoind zobrazone aplhacio v kataliou
aplkacil (Googlo Play/AppSiora). bspadad
indtaticha aplkdcio a dspednd spusicnic
anlkacio.

Sprévne id 3 ke {vra

napr. Zfavy z parkovneho vifaka krediu) v
MoPC s vielk§mi vyladovanymi odajmi po
zaevidovani zatlalku parkovanda | po pho
ukpnieni,

Korcking prokiady.

Vy i navy DEet, y e-mail alakebo
mobing lolefidnno 2isto viaZuco sa k ali,
Zmena e-maiu afalebo mobinéha tel, Sish
akcuplovand a2 po dvoffakicrovem avorend.
Nemo2nost zodal parkovach lrarsakcnu na
oo GO $ nepobvd sa
8 obchodnymi pod'nbnk.nm a provaddrkovym
poriadkom parkavana HMBA

Spriwe uilend zona pods aktudine) jokality
zaradenia, maZnosl prehladdivania susedmych
zan, maZnogt pokuny pozitie na mape do ingj
zény a/akbo mamine zadanie kodu 2dny,
wviolky 2dny majl 2otrazend korokind ddaj o
tasoch a cendeh za parkovane,

Muknosr 2valit dikky parkovania v usoku 5

d dikkou park
$0 Zaovidule prip. zaph‘h. (s dn ParkSysu)
ak nobol vytarpany das v dang dad. V pripads
Za &as parkavania uz bel vydarpany, MPA
ncumnznl zadvilavanio parkovania,

Mozaosl zvolil zadialok parkovania, nastavi!
dizku parkovania na 3 ha 15 min,
Zaovidovanie parkovania v Pakaym

Niatdno ukondenie park pouzivaiciom
prod oxpordciou parkevacicho listka, Plalba
(alobo o evidencia na sirane MPA) najskér po

Push nalifikécia aloba SMS

Zaavidovania lransakcio v MoPO, zaslario
inksrmiacic o zntZoni kroditu z BPK do
ParkSysu

Zacvidovann keio v MoPO,
nlarmacio o zniZeni kreditu z NPIK do
ParkSysu

Prehfad vielkych el a informaek

Prozanlacia akludinych &l o
Zbnachicbiasliach v apthack.



RAMPA-015

ROMFA-DTT

RAMPA-018

ROMPA-018

RAMPA-020

ROMPA-Q21

ROMPA-D2Z

ROMPA)23

ROQMPA-024

Vypodilaj cenu parkovndho

Qdosh spdind vazbu (prikksony
pauzivalel)

Flatba ¢oz platobni branu

Vystavovanic 8 doniavanio dafavich

dokladov v mang HMBA

RazEovanic chyb

Inlegracia na Pricing AP1 2.0

axpmanych parkwamch kariel
Integracis na Geoportal

V pripade potreby na pokyn HMBA,
zabazpedil’ bonusave katly

Clcfom 2 p

Clafom je vypodital' a poskylnil’ aktstinu conu za
parkovnd na zaklade paramelrov: daak parkovania
(pedra GPS), tas a ddtum packovania (zadialok a

kanioc), vidka zlavy £ cony parkovného

od Aulent e TP 5

k P

parkovng.

Cicfom je prevorl funk@nos!' vystavovania a zasiokinia

Anin bl kot i8 spaing vazby
fa MPA

Cicfom je ovenil & je madnd coz apikaciu zaphil za

MPA vola APl ParkBys na vypotel cony parkovného na zdkkado
vsiupnygch paramelrov, AP vidli cenu za parkovnd v dohodnuam
tanmalo.

MPA poskylng pouZivololevi spdscb odoslana spéine) vazby.

Viber park
Poukivalel zaplai parkovagy Fsiok. Nasleduje aspofh oona z moainosti:

icho isoke,

i Sasu parkoania a ECV, platha.

9. MPA odoéle poufivatelovi e-mai s dadovim dokiadom za dand

kell &

. transakeiu.
da
fovyeh dokladov v mone HMBA. b. MPA umoznl pouzivalefov] zabrazi si
sliahnt' si k nejdafiovy dokiad,
Ciofom jo prevaril, & apkkacia $peavnc | o Simulacia vipadku int kompk
chyby. PackSys pr préci s aplkdciou.
Ciofom je p T funkenost inicgrd . | . . .
aktualizavand Pricing AP 2.0, a zakompnrmanie ;a;stomcn sCondre budl 4 pocifkované v obdobi dokontenia Prizing APY
novich lunkeionalil. kloré prinasio i

Ciofom jo proveril' 2i 33 Oxprovand perkevacit kary 2
apicicio automaticky odsiratup, pripadine mad udivatal

madnast odsirdnit siich sém

Ciofom jo proverd funk&nost intogrcio na Geoportal

Ciodormt jo p T lunknost zabozped
bonugovieh kariot

weh tdajoy, vipadku na strane

PouZivatel sa naviguie do sokeio "parkovacie kaﬂyfopré\rmria'
cxpiravand kadty nio s viac zob &

S X
vyZnatond ako uE nopland, & pou!wamr rné k dspnmcil Tahko

MPA b schopnd sfaboval zmany v GIS ddlach a zekamponovat ich do

pachopiteing spdsob na eh odsirdnenie

6 harly

mapy. Tostovacio scondro budd dpeciikovant v obdabi dokendonia
Geapartii
Bonusova karta jo averond

Volnke AP na vgpolat cony parkovniha

MPA pro violky Iypy powdivatelov

MPApte vicihy lypy pouZivaiolor

MP& pro viclky typy pouZivatolov

MPA pro vielky ypy poutivatoloy

MPA pre vialky typy poutivatelor

MPA » poutivalelom ParkSys 3 RPK alaloba
APK a/slobo BPK afaioba NPK

MPA pre violky typy pougivaleloy

MPA# poutivelefom ParkSys s BPK

Vypoditang cona za parkovnd

MPA pre victky ypy poulivatolov

Uspedng plathe za parkavod.

(aj E-mai 5 dafovym dukhdom afalebo (b)
ZHOVICh 4 v hislSew ir kel s
mosttou sliahnulia.

Korghtné chybové hiadky podla poskytnuitho
zoznamu chybovich hiddok,

Karektrg vypolol ceny a spoplatnentho dasu,
sprévay chod navych funkenalil

Expiravané karty si odstrénens alobo
poutivatel ich vio odsirdnt' sAm

MPA sfahui poskdnd zmeny v GIS ditach z
Gaoopordiu

B 4 kara jo rabozpod
ju vio paugit’

4, ten jof drZiel



Dodatok k Zmluve o prijimani platobnych kariet

& 529/2016 |
uzatvorenej v zmysle § 269, ods. 2 Obchodného Zikonnika v platnom menl medz

Clanok .
Zmiuvné strany
—-—1 = -
Banka: Tatrabankaa.s.
HedZovo namestie 3
_ 811 06 Bratislava 1
ICO: 00686 930
Zapisand v Obchodnom registri Okresného stiduBratislava |., Oddie!: Sa, vioZka &. 71/B
Zashipena: Mgr. Katarina Zvarova
produktovy manaZér - senior
a
ing. Paval Kubas
veduici oddelenia sluZieb ATM a POS
2' ——
Obchodnik: HOPIN, 5. 7. 0.
Pribingva 4/17952, Bratislava 811 08
ICo: 45643423
.| Zaplsany v Obchodnom registri Okresného sidu Bratislava 1., Oddiel: Sro; vioZka &: 66329/8-
' | Zastipeny: Mgr. Martin Winkler
Martin Baran

dalej “zmluwy partner®

Zmluwné strany sa dohodli na zmene &. Il Specifik4cia platobnych kariet, zakladné podmienky
awska senvisného poplatku a &), IV. Informécie o senisnom strediska Zmluvy o prijimant platobnych
kariet £. 529/2016, (dalej len zmiuva") tak, Ze pivodné znenie ¢l ll. zmluwy sa dopliia nasiedovnym
znenim a €l. IV zmluw sa v plnom rozsahu nahrédza nasledowvnym znenim:



Clanok I,

Speclfikicia platobnych kariet, zikladné podmlenky a vydka servisného poplatku
3.5. Obchednlk je opravneny vo svojich servisnych strediskdch v prostredi intemmetu

prijfmat karty:
(Platby za tovar a sluzby vprostred! intemetu)
3.5.1. prostrednictvom sluZby cardPay
3.5.1.4. platné pre TiD 09074312
a)

MasterCard
Mast?BrCard Eec%onic Magsiro

o,

i

Congmer Deblt

Consimar Crad|(t

~ommercial

VISA VISA Electron V Pay iné
X X Y]

Consumer
mmediate Dabit

~onsumer Dafered
Jobltand Credit

Commercial M
wdané bankami so sidlom vSR a poboZkami zahrani&nych bank so sidlomvSR.

Zutovacia mena: - EUR
Autorizaény limit vEUR: [
b)
MasterCard
MasterCard Electronic Maestro
i [ B
SonwmearDebit O daraas | -
ConsumerCredit |V
[Commercial P
VISA ViSA Electron V Pay iné
] %) Q
-onsmer
|mmediate Debh
Sonsumer Defered
Debltand Cradit
Commarcial
wdané zahraniénymi bankami.
ZiaStovacia mena: EUrR
.;\uiorizaéng? limitvEUR: 0
c
B Karty s logom Diners Club intemational
Ziattovacia mena: EUR
Autorizaény limit vEUR: 0

Sendsny poplatok v% z obratu ==




3.5.1.5. platné pre TID 09074322,

a)
MasterCard
MasterCard Electronic Maestro
X = ®
ConmumerDebit (-
[Consumer Credit n
Commerclal m
VISA VISA Electron V Pay iné
) ] ] O
Consumer
Immediate Debit
[~onsumerDefered
Jeblt and Credit
Commertial b
wdané bankami so sidlom vER a ami zahraniénych bank so sidlom vSR.
Ziadtovacia mena: EUR
Autoriza&ny limit vEUR: 0
b)
' | MasterCard
MasterCard Electronic Maestro
. ) E_ . ) L
ConsumerDeblt h
ConsumerCredit i S
Commercial _
VISA VISAElectron V Pay Iné
& = 2 o
Sonsumer
mmedizie Deblt | QIRNEESEN-y NN
Consumer Defemad
Debltand Credit
Commercial
wdané zahrani&nymi bankami.
Zitovacia mena: EUR
Autorizaény limitvEUR: 0
c
éKarly s logom Diners Club Intemnational
Ziétovacia mena: EUR
Autoriza&ny limit vEUR: 0

Sendsny poplatok v% z obratu s




3.5.1.6. platné pre TID 09074323,

a)

MasterCard

MasterCard
Electronic
%]

Maestro

ConmmarDablt

ConmumerCredit

sommersial

VISA Electron
x|

V Pay
&

Iné

Conaumer
mmediaie Dabit

Conmumer Defamed
Pobltand Cradit

Commarcial

wydané bankami so sidlom vSR a puboZkami zahranlEnych bank so sidlom vSR.

Zadtovacia mena: EUR

Autorizadny limit vEUR: [
b {

MasterCard
MasterCard Hectronlc Maestro
X V2

ConaumerDabit

[-oneumer Cradit

[Commercial

VISA VISA Electron V Pay Iné
B4 | 59 O

Consumaer

mmedtate Debit

Conmumer Defemed

Peblt and Credit

[

Commerclal
wdané zahrani&nymi bankami.

Ziittovacia mena: EUR

Autorizatny fimit vEUR: 0
c
éKarty s logom Diners Club intemational
Zictovacia m;nna: I EUR
Autorizalny limit v :
Senisny poplatok v% z obratu G




3.5.2. prostrednictvom sluZby comfortPay
3.5.2.4. piatné pre TID 15070311

MasterCard
MasterCard Electronic Maestro

B [ 7]
bonamervone | S

Consumer Cradit

Eommerdial

VISA VISA gedron V Pay

Consumer
Immadials Debtt

Cansmer Defemed
Debit and Credit

Commercial

wydané bankami so sidiom vSR a pobotkami zahrani&njch bank so sidiom vSR.

Zittovacia mena: EUR
Autorizagny limit vEUR; Q

b)

MasterCard
Ma%rCanl Electronic Maestro

-onamer Dablt
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Pou2ité skratky pra druh
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vyulivane] dulby prijfmaria karst:
prifom poSastransakele e karta fyzicky pritomna v ssrvianom giredishy,
évak, pridom karla nle je fyzicky pritom

Ciénok IV,
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lv.'.
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: SK26 1100 0000
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9 SK28 1100 D000
15070311 FOPNMED ’ Listky na MHD “n T 0029 4803 7907
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1 09074322 HOPIN. MHD (T, Lty naMHD | 4141 9029 4503 7007
12 15070312 il ol e e Litly naf#D | 4111 029 4803 7907
13| 09074323 HOPIN.MHD s Lty na D | 4119 ‘D025 403 7007
14 [ 15070313 DondonPay " | sty Mt | 4111 0020 4803 7807 | ©
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r
16 | ogo7e128 HOPINBUS krod Neobmedzene Letly nagtp |11 SOOI
17 15070486 HOERNSEC o Neobmecdzens Loty namn | 4111 K o U2 #
18 | 00076129 HOPINBUS Neobmedzena Lty na bt | 2011 SK3ZT1000000007 e
19 15070487 HOPIN.BUS necbmedzens Listiy na MHD 4111 S 59;;2322370002 E

Koredpondenénd adresa: HQ




Vetky daliie ustanovenia zmiuwy zostiwajl v platnosti nezmenens.
.

Dodatok tvori neoddelitefni siitast zmluwy.

Dadatok je whatoveny v dvoch rewopisoch, po jednom pre kaZdd zo zmluwnych stran.
Dodatok nadobda platnost a Uginnost diiom jeho podplsania oprawienymi zéstupcami oboch
zmiuvnych stran,

e

V Bratislaw, difa... 2 4.:.5:.20 1

2 2 /@Q :

MgrKatarina 2varvd _ ing. Pavol Kubas . AOPI,s.T.0. 7 A

v B Lo 46152027
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1 Overview

1.1 Vulnerability Overview

Haszed on our 1esting, we identified 49 vulneralilities,

critical |0
high [l 1
medium |23
kw| |2
informational | = 123
0 5 10 1 W

Figure 1.1; Total number of vulnerabilities lor "Hopin®

CRIPTIGN DASE SCORE

STATE

These finclings are very crilical whilst posing an imimediate threat. Fic-

ing these issues should be 1he highes! pricrity, regardiess of any other 9-10
ISEUEE,

Findings inthis category pose an imimediale threat and should be Mxed 7-89

Medium findings may cause gefious harm n combination wilh other
secuity vulnerabilltes, These findings should be considered during 4-69
poject planning and be fied within short time.

WEB VULNERABILITY

Low severily lindings do nol impose an immediate treal. Such fingd-

LOw ings should be reviewed For their spacific impact onthe applicalion and 0.1-39
be fixed accordingly.
=, Infoemational findings de not pose any threat bul have solely infarma- 0
tional purpose.
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1.2 Scanner Overview

1.2.1 Used Scanners

During the scan, the Crashies! Secunty Suile was looking for the following kinds of vulnerabilities and secuwrity issues:

< Server VMersion Fingerprinting

Web Applicalion Version Fingerprinting

+ CVE Comparison
* Hearibieed
RODOT
~ DREACH
BEAST
Old SSL/TLS Verslon
SSL/TLS Cipher Onder
+ S5L/TLS Perfect Forward Secréacy

4 % A

1.2.2 Additional Scanners

« BSL/TLS Session Resumplion

< SSLTLS secure algorilhm

< SSLTLS key size

< SSL/TLS trust chain
S5L/TLS expiration date
SSL/TLS revocation (CRL, OCSP)
SSL/TLS OCSP slapiing

7 Securily Headers

<" Conlert-Security: Policy headers

¢ Poriscan

The following scanners are also avaiable in the Crashilest Security Suile Lul are only avallable for full scans. Please
ctiange the ervironment of your project 1o “FULL SCAN' i onder to scan against all valnerabilites,

o Boolaarbased blind 3Gk Injection
£ Time-based blind SQL Injection

# Error-Lased SQL Injection

# UNION gquerybased SQL Injection
© Slacked gueries SOL Injection

& Dul-ofband-30L Injection

& Relected Cross-site scripting (XS5)

Crasiees. Secutiny GinbH
L dstr. 1, 21507 heal, G

Rl Felashiest-seutily.com

# Stored Cross-site scripling (X85)

& Cross-Site Request Forgery (CSRF)
2 File Inclusion

# Directory Fuzzer

= Filz Fuzzer

& Command Injection

& XML External Entily Processing (XOXE)

Hogpln | 25 Mew 221 10:31 CET

Page 3%
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1.2.3 Status for executed Scanners

SCAHNER PERCENTAGE STATUS
Fingerprinting 1 completed
HTTP Header 1 completed
Portscan 1 completed
Treneport Layer Security (TLS/SSL) 1 completed
100 4 completed

Cranlest Seom ity GmbH
Leapakdstr. 21, &002 Munchen, Genmany
hips frashiest-becurity.com

Hopn | 26 Moy 22| 100231 CET

Pane 429
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1.3 ProjectData

GEMERAL
Target Type Singlepage
Project URL www.hopintaxi.com/app/
Scope Cuick Scan
Crawler Mode Smart Crawling
Throttling Limit 200
Max Scan Duration Unlimited
Max Crawl Duration Unlimited

Crashitesh Seouiiny GinbH
Leopaldsrr. 21, GADD M)

Ilttwﬂaaéhm.slsemmy.oum

Hopin | 25 Mo X2 10:31 CET

Fage 5213
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1.4 Findings Checklist
141 SSL/TLS

STATE FINDING RESULT MOTICED  FIXED

Cipher suils based on DES (Qata Encryption Standard) and IDEA (Interna-

tional Data Encryption Algerithm} are nel recomrmended for general use in
n TLS InTLS 1.2 and TLS 1.3 DES and IDEA are remaoved, You should use LS O3 o

12w TLS 1.3,

. gs | Theciphersuite TLS_RSAWITH_3DFS.EDE_CBG_SHAIs weak ] o

The cipher suite TLS_RSA WITH_AES 128 CCM is weak. o o

The cipher sulte TLS_RSA WITH_AES_128_CBC_SHA is weak. a m}

The cipher suite TLS_RSA WITH_AES_256_CCM is weall O [m]

The cipher suite TLS_ECDHE_RSA WITH_AES_128_CBC_SHAZS6 is wealk. (] [m]

) b8 The cipher suie TLS_ECDHE_RSA_WITH_AES_256_CRC_SHA3RY is weak. m] a

85 | Thecipher site TLS_ECOHE_RSA_WITH_AES.256_CBC_SHA is weak. [} m]

II, The clphier suite TLS_FCDHE_RSA_WITH_IDES_EDE_CBC_SHA is weak, a a
Crashiest Security GrbH Hogln | 23 Hov 22 10:31 CET

Leopoklst. 11, BIS02 Munc] y

D5t eRashest Seout Iy.com Page 6/2%
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STATE FINDING RESULT NOTICED  FIXER STATE FINDING RESULT HOTICED  FIXED
———— " . The server is configured touse average ciphers hke SEED + 1284256 BiLCBC
68 | The cigher suite TLS_RSA WITH_AES_256_CBC_SHA Is weal. ] o 17 ciphers (8ES, GAMELLIA and ARIA) which are deprecated ] m]
(| . v
0s : The cipher suite TLS_RSA_WITH_AES 256 CBC SHAZTE |5 weak. [} O 22 OCEP_stapling is not offered Ly the server, m] [m]
=
fr— “ ‘l The cipher suile TLS_RSA_WITH_AES_256_GOM_SHA384 is weak O o Y E:tso??er: éfélcatm Anthorlty Authorization [CAA) Resource Record f RFC6B44: o Q
[0 58| The cpher suite TLS_ECDHE_RSA WITHAES_128_CBC.SHA is weak. O 0 1.4.2 HTTPHEADER
B STATE FINDING RESULT MOTICED  FIXED
8 The cipher suite TLS_RSA_WITH_AES 128.CCM_8 is weak, 0 O i The Conlent-Securily-Palicy header is not set for URL hiips:/fwwy hopintax -
= | 6.5 I comyapp/, o
— ) ) )
65 The cipher suile TLS_RSA_WITH_AES 256 COM_8 Is weak m o ErTmT T The Strict-Transpor L Security (HSTS) header is not st lor URL htps//www.
43 | hapintai com/app/. G =)
65 The cipher suite TLS_RSA WITH_AES_ 128 CBC_SHA256 ts weak m] O 7 The Referrer-Pelicy header is not set for URL ipsy/wwwliopintaxl com/ 0 o
= < app/.
65 | The cipher sulte TLS_RSA_WITH_AES_128_GCM_SHAZSE is weak. a O The X-Conlent-Type-Oplions header is nol sel for URL hipsy/wwe.
e hapintaxi com/app/. o 0
i 64 bit black ciphars are used which are vubyeralile to SWEET32 I¥rihday at-
59 | teck, 3DES ciphers should be disalled. o O [‘ Sy The X-Frame-Options header is not set for URL htps/fwww hopintaxi com/
l 6.5 | app/. o 0
— The certificate chain presented by the server shoukd be sorled accarding to
4 RFC-4346 Scction 7.4.2. The sender's certificale must comne first in the fist, O ]
2 | Each lollowing certilicate musl directly certity the one preceding I, 1.4.3 PORTSCAN
Lrashiest Securty GnbH Hopin | 25 Mow 23 | 10621 CET Crasivest Secutity @nbH Hopin 125 Moy 22| 1031 GET
Leapokdsit. 21, BUBOZ Minchen, Genrary i Lepchisir. 21, BONDZ Minclin, Geiirciiy

hilps: #olashiest-Secutifacin Page 7429 hpsfaashiest-eecunty. oot PagsBr29
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CATEGORY

Security Logiing and
Monitering Failures®
AQ201

Server slde Request
Forgery (SSRF)
A10:2021

DESCRIPTION

Securlly Legging and Moniloring Failwes is 8 category designoed to
help delect, escalate, and respond Lo security breaches that are ac-
tively occurring, Hshould benoted that withoul monitoeing and logging,
breaches will not be detected.

Once web applicalions retrieve a remote resource without checking the
URL provided by the user, 3SRF walnerabilities can occur. Using this
atrack, an attacker can force the application 1o send manipulated -
quests to unexpected destinalions, This can happen even if it is pro-
tected by a firewall, VPN o olher lype of network aceess control, Re-
treval of a URL ocours on a daily basis as modern wel applications

. provide convenience 10 end users. As aresull, SSRF altacks are on the

rise.

€ CRASHTEST SECURITY

The OWASP Top 10 are released by Ihe Open Web Application Security Project (OWASP) foundation under the Crealive

Cornmens Atitibulion Share-Alike 4.0 license.

*Nole: The respeclive category cannol be lesled automalically and requires human review.

Craghies) Becurny GinbiH

Hopin | 25 Hav 221 10:31 CET

Lecpelden. 27, 00607 Muschen, Germany

g fierasmest sectiily o

Leopaklste 31, 80802 Munched, Gerfrony

Page 13720

hHIps . CrasesT-2ocuciy.oom
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STATE FIHDING RESULT HOTICED  FINED STATE FINGIMG RESILT MOTICED  FIXED

“ Found open port "80/lcp” wilh service name "UpenResty web app server ] O n Found apen port *10025/cp” wilh service name “Pastfic smipd” a a
“ Found open port “1111 /e’ . O O “ Found open port *465A¢p” with service name "Postfix smitpd” ] [}
“ Found open port "8000/tep” with servicz name “nginx” o 0 n Found open porl "443/tcp” with service narne “OpenResly web app server ] [m]
“ Found open port "8082/tcn’ with service name “nginx O 0 “ Found open port "5432/1cp” ! O
Found open porl "995/tcp” with service name Zimbra Collabration Suite
“ Found open port “500071en” wilh service name "ngink ] O “ pop3d” O 0
Found open port "110/lep” wilh sevvice name “Zimbra Collabralion Suite
n Found open port “1110/cp” with seevice name "Dovecot pop3d ] [m] “ nop3d” a a
“ Fount open port *9937tep” with service name "nginx imap praxy” 0 m) “ Faund apen port “22/tcp” ) 0 ]
“ Found open port "1 02(-1:-‘ ep’ ] m] “ Found open port “21ftep” with senvice name "ProFTPD” m] ]
“ Found open port 1031 ftep” O m] “ Found open port “25/tcp” wilh service name Pasthix smipd [} ]
“ Found open port “330&/1cp” with service name "MySQL a ]
mt[ f;?gmnm Loy Hopin |25 New 22 110:31 CET Croshues Sa%clumnyﬁ N Hopln | 25 Nov 22 10231 CET

TP St ashiest secutily o Pape 979 Mt rCrashHest-Securny.cam Paga 1029
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STATE FINDING RESULT

HOTICED  FIXED

] Fourkl ofen port “143/tep” with service name ‘nginx imap praxy” O m]
X Found open porl "587ftep” wilh service name "Pastlix smtpd” O O
Found open port *111/tcp” ] o
Crazliest Secunty GmbH Hopin 125 Moy 22 | 021 €67

Leopokisy, 21, B0807 Munchen, Gomoy

IMLPES: Al S leS S e Uiy com
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1.5 OWASP Top Ten Checklist

CATEGORY

DESCRIPTION

ANNED

Broken Access Control

Al:20M

Access Comrol ensures thal users can only act within their assigned
authorizations. Failures commaonly resull in unauthorized information
disclosure, modification, or desiruction of alldata or conducting abust-
ness position outside 1he user’s limits.

Cryplographic Failure
A22021

Injection
A0

First, the necd for data protection, both during transmission and al resl,
mus! be d ined. Here, | credit card numibers, health
dala, personal infomnation, and Irade secrels, among others, require
additional safely, especially when (his data falls under dala protection
laws (1. E. GDPR) or regulations (f. E. PCI DSS).

The concept is Lhe same for all lypes of injections.  These types in-
clude popufar injections like SOL NoSQL. 0S5 command, ObjeciRe-
lationalkapping{ORM), LDAR and ExpressionLanguage{EL) or Dbject
Graph Mavigation Libeary (OGHL) infection,

Insecure Design®
ALZON

While Ingecure Design is a broad category and represents many differ-
et vulnerabililies, referred lo as "missing or ineffective control design”
However, it is nal the rool cause of all DWASP 1on 10 rigks. Instead, itis
distinguisfied betwean Insecure Design and Insecure mplermentation
- and nat withoul reasoen, Thal is because deslgn and implementation
deficiencies have different causes and mitigaifon measures. Impte:
mentation defecls can also ocour with secure design. That, in turn, can
lead 10 vulnerabilities that can be exploiled. However, an insecure de-
sign cannot be fixed by a perfect implementation. The required securily
controls were o1 crealed 10 defend against specific attacks. However,
what can lead 1o Insecure Design is the failore to create a lustness sk
prafile for the software or systern beng developed. Thus, it is impossi-
bile Lo determine what secuily design level is requined.

Secwrity
Misconfigueation
A%2021

Security Misconfigumtion can occur at any stage of an applicalion
stack. Il includes network services, ihe platform, web server, appli-
callon server, dalabase, frameworks, custom code, and pre-instalied
virtual machines, conlainers, of slorage.

Wulnerable and

Quldated Compaonenls

AG2017

‘Third-party tools used in the sofiware could be Vulnerable and Out-
dated Components  These tools shoukd be updaled reqularly 1o pre-
venl allacks on the web application. Mot updating them can lead to
allacks from malicious users by expleiling known winerabilities,

Identification and

Aunihentication Failures

A7:2021

To protec] against kalion-related ks, the user's ldentity,
authentication, and session managemnent must e confirmed.

Sottware and Dala
Integrily Failures
AB2027

When aprlications rely on plug-ins, raries, or modules from untrusiad
sources, repositories, and content defivery networks, they are soflware
and dala integrity failures. These refer to code and infrastructure 1hal
do not protect agains! integrity violations.

Ciasldest Secwnty GmlbH

Hopin | 25 Hov 22| 1031 CET

Lenpaidsl 21, B0B0T Muhchen, Geunany

hips sfeashi - Seculty. o

Page 12729
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2.1.3 Weak S5I Cipher

Severtty
H H : T ediom (6570) ) All vahies are based on the Comimon Vulnerabilliy
2 Fi ndl ngs Basefeore = = Searing Systern va,
Impact; low (2.5/10)
2.1 SSL/TLS Exploftability: low (3:9/10)
2.1.1 What is a S5L Scanner?
Description

Teansparl Layer Security (TLS), more widely known by ils predecessor Secure Sockets Layer (SSL), is a lybrid encryp-
thon protocol Tor secure data ransmission over the Inlernet. it encrypts the communication belween server and chent,
The most obvious part of it is HTTFS, with which providers can secure all communications belween Lhelr servers and
web browsers. This ensures that valuable informalion like usemames, passwords and credit card information can:
not be stolen by someone analyzing Ihe network ttaffic. The *S" in HTTPS stands for SSL. For secure connection Finding
wilh HTTPS a centificale is needed. Those certilicates offer different levels of security and have a fixed slart- and

The SSL/TLS configquralion supports weak cipher suites which should nel be used anyrnore,

expiration-dale. To ensure a secure conneclion, wehservers must use well configured certificales. Wilh some mis-
confqired certificales it is possible 1o bypass the encryplion, others may be blocked by web browsers because they
are quidaled or unknown,

2.1.2 551 Ciphesiist 3DES IDEA

+ The cipher suile TLS_RSA_WITH_20ES_EDE_CBC_SHA 5 weak

+ The cipher suile TLS_RSA WITH_AES_122_CCM is weak

+ The cipher guile TLS, RSA_WITH_AES_128_CBC_SHA 15 weak,

+ The cipher suile TLS_RSA_WITH_AES_256, CCM is weak.

+ The cipher suile TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA2356 Is weak.
+ The cipher sulte TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 is weak.
+ The cipher sulte TLS_ECDHE_RSA_WITH_AFS_256_CBC_SHA is weak,

+ The cipher suite TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA |s weak,

Severity + The cinher suite TLS.RSA_WITH_AES_256_CBC_SHA is weak,

+ The cipher suite TLS_RSA_WITH_AES_256_CBC_SHA256 is weak.
Bese Score: All values are based on the Common Yulnerability + The cigher suite TLS_RSA WITH_AES_256_GOM_SHAZRY is weak.

Scoring System v3, + The cipher svite TLS_ECDHE_RSA_WITH_AES.128_CBC_SHA is weak,
Impact medium (5.2/10) + The cipher suile TLS_RSA_WITH_AES_128_CCM_B ig weak,
_— — + The cipher suile TLS_RSA_WITH_AES_256_CCM _B is weak,

Exploitability: low 2.2/10) + The cipher suile TLS_RSA_ WITH_AES.128_CBC _SHA256 is weak,

+ The cipher suile TLS_RSA WITH_AES_128_GCM_SHAZ56 is weak.
Description

How to fix

The server is confiqured to suppor ADES and IDEA Ciphers like "3DES:IDEA". This means, Ihat an allacker can make Disabte all weak SSL ciphers in your SSL. configuration file.

use of an insecure SSLATLS connection.

Flading Recommendations

+ Clpher 5ulls based on DES {Data Encryplion Standard) and IDEA {Inleenational Data Encryption Alkgorithm] are
e recamimended for general uge in TLS. In TLS 1.2 and TLS 1.3 DES and IDEA are remowerd. You should use
TLS1.2 06 TLS 1.3,

How to Ax

Thelist of supported HTTRS ciphers includes insecure ciphers. This means, that an allacker can make use of i inge-
cure SSLITLS conneclion, In the SSL/TLS configuration, 1he aliowed ciphers and 1heir order should be sel lo maich
secwre values, More delails on how 1o el 1hese values can be found in 1be knowlixlge dalabase (see Recornmenda-
lions)

Recommendations
hups:ffwiki crashtest-socurily.comysecure-ls confiyuration

Crazhiest Secunty GmbH Hopin | 25 How 22 | 10731 CET
Leopoldstr, 21, BO80E Munchen, Germamy
hitps Ferashies] Seoyity com 15729

hitps fwikicrashiest scowily.comyésecure- s -conipuration

Crasiesy Security GonbH
4

21, 80802 hunchy ¥

hitipsforasivest- socurty.com

Hogin | 25 Nov 22| 1031 CET
Page 16729
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2.1.4 SSL SWEET32

Soverty

Base Score:  medum :5.9;1'07 B All values are biased on 1he Comrmon Yulnerabilily
—— e = Scoring Systemn va.

Impact; low {3.6/10)

Exploitability: low (2.2410)

Deseription

The server uses shorl block sizes, which makes it vulnerabde to hir the same hash for mulliple inputs. By observing
the data for a longer period of time, an allacker can recover secure HTTF cookies.

Finding
+ B4 bit block ciphers are used which afe vidnerable to SWEET32 birlhwlay attack. 3DES ciphers shauld be disabled.

How to fix

SWEET32 allacks can be prevented by using cipher sutles with large 1dock sizes, More details on what block sizes
are considered large enaugh can be fourd in the knowledge dalabase (see Recommendations)

Recommendations

hiipsffwikierashies]-secunly rom/prevent sl sweeld2

Craghtest Sacurtty GenbH Hopln | 25 Mov 22 [ 1031 CET
Leopaklstr. 21, BOB0Z Munchet, Gernany
htps: ferachteat-5acurity.com Page 17/29
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2.1.5 TLS ConRguration

Severity

Base Score: \:__ medium (4.8{1_65_ ) Al values are based on the Comman Vulnerabilily
Scoring Syskem vd.

Impact: fow (2.5/10)

Exploitability: low {2.2/10}

Description

Thete is a misconfiguration with yeur SEL/TLS configuration. SSLTLS is responsible for encrypting 1rallic belween
your web application and a user’s browser 1o prevenl eavesdrapping.

Finding

+ The cerlificate chiaun presented by the senver Shoukl be 501 led according 10 RFC-4346 Section 7.4.2. The sender's
cerlilicate musl come first m ihe tisl. Each following cerificate must directly certify the one preceding il,

How to fix

The webserver necds o be configured to use strong and trusted cerificates. In addition they need 1o be configured
to use the newesl version of 5L and TLS as well 2s slrong cipher suites. More details on how 1o confiqure hese
cerlificales can be found in the kmowdedge datahase (see Recormmendations)

Recommendations

Iiips:fwiki crasiiesl-sequrity com/securedls-confiyuation

Crasiies! Secunty Gk Bophn | 25 Mav 221 10c31 CET
Leopakisir. 21, BOSOZ Minchen, Genrmny
hatpe einshiest-SecuMmy.coim Hage 1039
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2.1.6 S5L Cipherlist AVERAGE

Severity

Base Score: low (3.77100) All values are based an the Common Yulnerability
Scoring System v3.

Impact: low (14710

Explaitability: fow (2.2/10)

Dreacription

Tie server is configured 1o support average Clphers like SEED + 128+256 Blt CBC ciphers (AES, CAMELLIA and ARIA),
This means, that an attacker can make use of an insecure SSL/TLS connection,

Finding

+ The server is configured o use average ciphers ke SFED + 128+256 Bit CBC ciphers (AES, CAMELL A and AR1A)
which are deprecated

How to fix

The st of supported HTTPS clphers includes insecure ciphers. This means, thal an attacker can make use of injnse-
cure SSL/TLS conneclion. In the SSL/TLS canfiguration, the allowed giphers and their arder should be set 10 match
secure values. More details on how 10 set these values can be found in 1he knowletlge dalzbase (see Recommencdla:
Lions)

Recotmendationa

htips/fwiki crashicst-securily comdseawe ls-configuration

Crashtezt Zocunty GmbH Hapin | 25 Now 22 110:31 CET
L idsir, 21, BUA0? ML ¥
hipsfrorasties! secuniy.com Parge 14/ 2%
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2.1.7 OCSP Stapling

Severity

Base Score: low {2.2/10) All values are baged on the Common Vidnerabifity
Scoring Syslerm v,

Impact: lowe (T.4/10}

Explohabiity: low (0.7/10}

Description

0CEP Stapling is disabled on your server. Therelore, your certificate authorily migh track which users visil your site.

Finding
+ DCSP_slapling is not offered by the server.

How to fix

OSCP stapling can be enabled in the servers configuration (apachesngin). For Let's Encrypt Certificales OCSP slapling
can be activaled chiring the creation of the cerlificate by adrding Lhe "-siaple-ascp” parameler. hore details onhow o
fix this problem can be fourd in the knowledge dalabase (sce Recomimendations)

Recommendatlons

hiips.#wiki.crashiest security.comycertificale revocalion

Crashiest Securty Gl Hopin | 25 Moy 22| 1031 CET
Leapaklsh 21, BOA0Z Munchen, Gennany
it A ha S SCuT iy e Fage WS
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2.1.8 Missing SSL CAA record

Soverity

Hase Score: { All valyes are based on the Gommon Vulnerabiliy
‘__ e Scoring System v3.

Irpact: = e A

Exploitabifity: low (2.9/10)

Drescription

The domains DNS zone does not specify amy Cerilication fastharity Autharization [CAA) record. This means that 2l
certificate authorities {CAs) are allowed to issue centificales for Lhis domain. To decrease the risk of rogue certificales,
append the CAA settings 1o the DNS recards,

Flnding
+ DNE Certification Autharity Autharlzation (CAA) Resource Record / RFCEB44: Mol offeved

How to fix

The domains DNS zone does nol specily any Cenificalion Aulhority Aulhorization {CAA) record. This meang that all
cetlificate authonities {CAs) are alowed Lo issue cerlificales lfor 1his domain. To decrease the risk of rogue centificales,
1he CAA selting needs 1o ba added to ihe DNS records, Moce details on how to set the CAA selling can be found n
Liwe knowledge dalalase (see Recommendalions)

Recommendationa

hlips fwikiclashiles! scawily. comyenableaissmng 55t caa-recod

Crashiest Secunty GmbH Hopin | 25 Nav 221 10:31 CET
Leopokdstr, 21, BOGO? Munchen, Germany
htpe-/ierashles] Secunty.com Paje 219
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2.2 HTTPHEADER

2.2.1 What Is a HTTP Header Scanner?

When visiling a websile the respanse from the server will include HTTP response headers, These headers 1ell the
browser how to behave while Ihe user is inleracting with Lhe website. Modern browsers support a variety of security
headers, which are part of the HTTP response headers. This scanner willcheck if the recornmended securily headers
are sel and will also verity il the headers are configured in a secure way.

2.2.2 Content-Security-Policy Header

Severity

Base Score: { mediom (6510) All values are based on the Common Vulnerability
S Scoring Systern v3.

Impact: low (2.5/10)

Exploitability; low (2.9710)

Dogcription

The Conteni-Secwrity-Policy header lells the browser which domains are whitelisted to downtoad lurther resources
suclt as sonipis, images or stylesheels from. This can prevenl various XS5 and olher Gross-Sile-Scripling atlacks.

Finding
+ The Content-Security-Policy header is not sel for URL hips./fwww hoinlaxd comiangy.

How to lix

Canfigure the Content-Securily-Policy header in a way thal it only allaws loading rescurces from trusted resources
such as 'self’, Do ol include 'wnsale-cval or ‘unsafe-mling in order 10 prevent direct injections inta the website.

Recommendations
httpsffwiki crashles)-secutily.com/malie scowity headers

Crashlest Secorty GmbH Hopln] 25 Moy 22131031 GET
Leapakdsn 21, BOADZ Murnchion, Seiny
hUpES Crash el Seculty. Com Poge I TS
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223 Missing HSTS

Severity

Base Score: { medum (4810 Al values are based on the Common Vulnerability
EE——— Scaring System ¥3.

tmpact: low (2.5/10)

Exploitability: low (2.2/10%

Descriptian

The webserver does not offer MTTP Strict Transport Security (HSTS). HSTS enforces HTTPS conneclions, which pre-
verils downgrade attacks Lo an insecure HTTF connection.

Flinding
+ The Sirict-Transpor-Securily (HSTS) header is not 521 Tor URL bttps:/fwaww hopinlaid.oomyanny.

Hewr o Hx

The webserver does not offer HTTP Strict Transport Securily (HSTS), HETS enforces HTTES cameclions. This pre-
vents downgiade attacks to an insecure HTTR conneclion, Cepencling on the used 551 cerlificate and Lhe webserver
certain configurallons have to e changed. More details on how Lo enalde H3TS can be found I the knowledge
database {see Rocormmendations)

Recommendations

[Wps: il e ashlest-sceurily. comyenablo-hsls

Crashies) Seouty GiniH Hogln | 25 Nov 221 101 CET
Leopokdstr. 21, RS0 Munch "
M ps: T ashiest-sacuip com Paner 23 1%
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2.2.4 Referrer-Policy Header

Saverlty

Base Score: _‘ _rr-ed_mW Al vaboes are based on the Common Yulnerability
R e Seoring Syslem va.

Impact: low (1.4/410)

Exploilability; low [2.8/10)

Depcripiion

The Refarrer-Policy header defines how muchinformation about the referer is sent, when Lhe uger clicks on a link. &
misconfiguralion or missing header may leak sensitive information 1o thind parly websites thal are wislied by 1he click
on a link

Finding
+ The Referrer-Policy header is not sel for URL https://www.hopimiaxi.comyapp/.

Heow to fix

Set the Referrer-Policy heacler toa secure value such as 'stricl-originwhen-cross-origin' to overwrite the Referer header
wilh your cdlomaininstead of the full path when clickingon external links and keep the Reterer for internal|Inks, but only
when 1he connection is not downgraded from HTTPS 10 HTTR

Recommendations

hlips fwikicrashtest-security.com/enablesecurly head

Creshiest Securly GbH Hoglk | 25 Naw 221 10:31 CET
Li 1, &

 B0BO? v

I\‘tlpsﬂcrasl\iest-sw;lm\rwn Pane 24/29
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2.2.5 X-Content-Type-Options Header

Severity

Base Scare: medium (4.3/10) 2 allvalues are based on the Commion Vulnerabiltty
—— R — Scoring System va,

Impact: low (1.4/10)

Explohability: low (2.8/10)

Deseription

The X-Content-Type Options prevents the browser from trying 1o detect MIME-types on dowrloaded filkes  This pro-
tects against atlacks in cases where a malicious hle is of fered with an unsuspicicus MIME-{ype,

Finding
+ The X-Conlent-Tyne-Options header is not set for URL hittpsyfwww. hopintaxi.com/appy.

How to Hx

Set the X-Content-Type-Oplions header 1o 'nosnift” in order to prevent the browser from detecting MIME-types based
on Mz content.

Recommendations -

hilps fwiki.ciashlest-securily.com/anable securily headirs

Crashtest Seourty Ginbi Hople| 25 Mow 22 | 10.31 GET
Legpolist. 21, 80807 Munch !
il ps: Terashiest- socuwiry com Poge 25729
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2.2.6 X-Frame-Options Header

Severlty

Base Score: T mediom (6510 All values are based on the Common Vuinerability
== ; Seorky System «3.

Impact: low (3.6/10)

Explottability: low (2.8/10)

Description

The X:-Frame-(plions header declares whelher this site may be embedded as a frame into other websiies. If this
header is not configured correctly, your application can be embedded inlo Whird pasly websies which makes it vulner-
able for clickjacking altacks.

Finding
+ The ¥-Frame-Opilons header is not set tor URL htlps//www. hopinlaxiecomy/app/,

How to flx

Configure the X-Frame-Options header as dery’ 1 prevent it to be crnbedded at all. The values ‘sameorigln’ or ‘allow-
from BOMAIN' can be used te allow it to be embedded on cerlain websiles while fotldding embedding on other
websites

Rocommendations

hps fwikicrashtest-recwity comyenable securily: lweaders

Crashtest Secutdy GriliH Hopin | 25 Moy 23] 10:31 CET
L N, BGE02 G
htips/icra sl est Seouhly.com Fage 2629
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2.3 PORTSCAN
2.3.1 What iz a Portscan?

Aport s 2 kird of door on the server that ean be used Yo connect to a specilic service, For 3 webserver the part B0 amd
pocl 443, which ate lor HTTR/HTTRS, are most likely opan 1o serve the websile to 1he users. Other ports should be
clysed if they are not needed for any service. The potiscanner lests 1he weliserver wilha SYN scan for & wide range
of possibly open poris a2nd reports them back. IF there are any other open ports except of port 80 and port 443, they
shiould ba blocked by the Firewall if they are not needed,

2.3.2 Portscanner

Saverity

Base Score; ] Allvalues are based on the Common Yulnerability
— - Scoring System v3.

Impact y = >

Explottability: G '

Dexexiption

Unneetled open ports on the webserver opens a large allack surface to a malicious user. This can be used 1o find
unrnzinkaingd and possiily wuineratie network services thal can be largeted.

Flading

+ Found open parl "80/tep” with service name “OpenResty web app server”
+ Found open port 1111 /1gp”

+ Found open port "B000/ep” with service name “nginx’

+ Found open porl "BO8ZA1cp” with scrvice name “ngine®

+ Found open port "S000/tep” with service nane “nging

+ Faund opan port “1110/1ep” with senice name "Dovecot popdd”

+ Faund open part “9937tcp’ with service name “nginx imap proxy”

+ Fourl open port "10287tcp”

+ Found open port "1031/tap”

+ Fourkl open port "10025/cp" wilh service name "Fosilix smipd”

+ Fountl open port "465/tcp” with service narme "Posifix smepd”

+ Foundl open port *443#tcp’ with service name "OpenResty web app server”
+ Found open porl "54327cp”

+ Found open porl "995/1cp” with setvice name "Zimbra Collabralion Suile popad”
+ Found open porl "110/1cp” with service name “Zimbra Collabration Suile pop3d*
+ Found open porl "2241cp”

+ Found open port "21cp” with service naime “ProF TPD’

+ Found apen porl "25/cn” with service name “Posilix smind”

+ Found opan port "33067lcp” with service name “MySOL

+ Found open port “143/1cn” wilh etvice name “ngink imap praxy”

+ Found apen port "58771cp” with service name "Postlix smipd”

+ Found open port "1 11A1cn”

How to fix

Unnecessanly open porls can be closed By setting up a firewall and block connections to all poris excepl of those {hat
are necdad Ly the server. Furthermore services thal are not needed should be uninstabied.

Ciashest Secuity Gl Hopin | 25 Nov 22 |1 103 CET
Leopoktsir, 21, BOAT2 Munchen, Gennarmy
s Aerashiest-Sacunty.com Fage 37/7%
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Recommendations

hilips:fwiki.crashies! security.com/insecure: Nelwor k- 561 MCes-0a-pofL-scannes

Crashiest Seculily BinbH
L kbear 21, BODOE Munch i
hiipssrorsshiest-socurty.com

Hopin | 25 bov 22| 1031 CET
Poae MY
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Crashtest Security is a German IT security
company specialized in automated web
application security testing. The fully
automated penetration test lets developers
discover vulnerabilities in real-time and
supports the remediation through an
integrated knowledge base.

CONTACT US:
Crashtest Security GmbH
Leopaldstr 21

80802 Munchen

+A3{0} 89 213 41 665




Your findings

detectify

Your scan was completed with the following findings discovered.

High Mediom Low Information

0 3 0 16
V U L N E R A B I L ITY R E P 0 RT Listed below are your most recent findings, with the mast severe listed first. To

improve your threat score, prioritise these top issues.

. . Savenry testra Typa Tlenes tound
WWW * h 0 p I ntax I ' CO m MEDILM Full Path Disclosure 2
MEDIUM Mied Content (HTTPS vs HTTF) 1

N I =" INFORMATION  Fingerprirted Soltware 1

{MFORMATION  Siatus 500 f Internal Server Error 1

Scan Started INFORMATION  Lacking Redirect from HTTF to HTTPS 1
2022-11-25712:31:37+00:00 INFORMATION  Ernail Enurnerallon <
INFORMATION  Remote Administration Portal 1

Scan Finlshed ; INFORMATION ~ Empty Document 1
2022-11-26T00:30:23+00:00 INFORMATION ~ HTML Comments 3
INFORMATION  Execution Altar Redirect (EAR) 1

INFORMATION  Extemal Resources 1

INFORMATION  Discovered Hosts 1

INFCRAMATICN ~ Crawled URL's 1

INFORMATION  Service Providers 1



1 Full Path Disclosure

What does this mean?

The disclosure ilsalf is considerad rather harmbess, but il used in with cther vulnerabiilies it could increase the
ahiackers success rate and impacl on the web server,

What can happen?
The sarvar is axposing the tull local drsclory path to a script on the server,

Aead mare [Mips.fsuppart.delactily. com&upponisaluionalaticles/48001 04895 7-ll-palh-dleclosurslhard] Tor more
information.

Found at CVSS Score

1.1 hips:Awww. hopinlaxi comiwp-includesissdunctions.php
1.2 hitp:ffwww hopintaxi.comiest1 23.php

1.1 Full Path Disclosure

Found at

LVSS Score

htps:fiwww, hopintaxi.comiwp-includes/rss-funclions. php

Request URL

hitps Hwww. hopimaxi.comwp-includesirss-lunchicons php

GET Mp-includesfrss-functions.php HTTPM 1

asc-ch-ua
sbe-th-ira-mobile
Accapt

Upgrada-Insscurs-Reguests

asc-ch-va-plalform
Sec-Felch-Doat
Sec-Foelch-Site
Sec-Folch-Uzer
Accepl-Encoding
Accopt-Language
Sec-Falch-Modo

HTTPA.1 200 OK

Server
Conneclion
Contenl-Encoding
Vary
Conlent-Langth
Date
Comtent-Typo

“Chromium’ v="106" " Noi A;Brand";v="99", “Googla Chroms" v="108"

w0
texumuml applhcationfhtmiex mil, applicationfml;

g={.9.image/avilimagefwebp, Imagefapng,*/*; g=0.8,appli
v=b3; g=0.9

1

"Windows"

dacument

sama-origin

K

gzip, dellale, br

an-US en; g=0.9

navigare

openresily

keop-aliva

ozip

Accept-Encoding

227

Fri, 26 Now 2022 14:02:43 GMT
texthiml; charset=UTF-8

ionEgr

hange;




STACKOVERFLOW - Turn off ing
and arrora o PHP/MySGL

DETECTIFY - Delectily Suppori Conter -
Futl Path Disclozure

Hitps:# | 41

Htps:fisuppon.dst

1ify. com/support/solutior

eomiquestlons 845681 Aurn-ofl-warnings-and-
errors-on-php-mysql Tanswertab=volesflab-1op

fAB001 048657

full-pathrdisclosure

2 Mixed Content (HTTPS vs HTTP)

What does this mean?

An altacker wha intercepts 1ha tratfic can read and madify Lhe dala franaterred Batween the victim and the website
and posaibly bypass HITPS complately,

What can happen?

A page sarved over HTTPS includes resources served over HTTP.,

Found at CVSS Score
21 hittp & fweiw, hopintaxi.com. github/ISSUE_TEMPLATE.md




STACKOVERFLOW - Turn off warnlnga
and arrora on PHPMySGL
DETECTIFY - Detectify Supporl Centar -

Full Path Diselozure

hipe fistackovariiow.comiqueslionsf 645681 Aurn-oll-warnings-and-
arfors-ohphp-mysglfanswentab=volesftab-tap

hitps . #support. delectity.comisupportfsoltionsfanticles/d8001 048957
<ll-path-disclosures

1.2 Full Path Disclosure

Found at

Ritp:thwww hopinlaxi.comAes1123.php

Request URL

CVSS Score

hittp: ifwaarw. hopmax| comtes 123 phe

GET hast122.php HTTP/1.1

sec-ch-ua
sac-ch-ua-mobile
Accopl

Upgred=-Insecure-Requosts

goc-ch-ua-plailorm
Soc-Falch-Dost
Sec-Felch-Site
Sec-Felch-User
Azcapl-Encoding
Accepl-Languags
Sec-Feich-Mode

HTTFA.1 200 OK

Transfer-Encoding
Sarver
Connecllon
Conient-Encoding
Vary

Cats
Conient-Type

Chiomaun v="106", " Not A;Brand™v="95", "Google Chrome" v="106"
L

toxthim applicationfkhiml+xmi, apphcatlondaml;

q=0.9,Image/avili fwvebip,Imagefapng."f*; q=0.8,applicaliorysigned-exchange;
v=b3; g=0.9

1

"iindows”

documant

same-otlgin

il

gzip, deRale, br

sn-US.en; g=0.9

navigale

chunked

cpanesty

keop-alive

9zip

Accepl-Encoding

Fri, 25 Nov 2022 135517 GMT
textimi; charset=UTF-8




2.1 Mixed Content (HTTPS vs HTTP)

Found at

htips:fiwww, hopintaxi comd gilhub/ASSUE_TEMPLATE md

Request URL

hitps. i hopintaxi.com/, githubASSUE_TEMPLATE. md

GET {.github/ISSUE_TEMPLATE.md HTTPA 1

sac-ch-ua
soe-ch-ua-mobile
Accept

It de-l +
Upg o-Raq

soc-ch-ua-plaliomn
Sec-Fetch-Deat
Sec-Foelch-Site
Sec-Fotch-User
Accapt-Enceding
Accapl-Language
See-Feleh-Made

HTTPA.1 509

Transter-Encoding
Server
Connection

Date
Content-Typs

detectify

“Chromium” v="106", Nl ABrand”;v="85", "Google Chrome™ y="106"

0

CVSS Score

Laxt/iml, application/xmmi+xmi. application/x mi;

q=0.9.imagefavi image/webp i

v=b; q=0.9

1

“Windows"
document
sarme-ofigin

K2l

pzip, deflare, br
an-US,en: q=0.5
navigats

chunked

openrasty

keop-alive

Fri, 25 Nov 2022 13:53:32 GMT
textitml; charset=|TF-8

fapng,"; q=0.8,8pp i

llor/slgned-exchangs,

DETECTIFY - Dotoctily Suppor? Conter -

Mixed Conteni
DETECTIFY - Whaot Is Seeurity
Misconliguration?

hitps:#support. detecl ity comiuppenisolutionsfanicles 48001 048948
-mied-content
hipsfwww. youtub 8. comivalchty=W04svQuoAng

htlp:ffm.web support. skistatichvebsuppon-logo-ransparent. prg

detectify




3 Fingerprinted Software 3.1 Fingerprinted Software

What does this mean? Found at CVSS Score
Invalld fingemprints may cause a audil 1o 1ake longsr, and the lack of lingerprirs may cause Delectily to miss running www. hoplnlaxi.com
spacific lasts.

What can happen?
When Detectify audits an application, it collects vanous lingempints thal Indicale what software is running. These

fingerprints then allow Deteciily to run specilic 1esta wher the time is right DETECTIFY - An intelligent way to [ook Hips folog.detectity. comi2018/01 /28/an-Intslligant-way-10-look-lor-v
fer vulnerabilitias ulnersbililies/
Found at CVSS Score DETECTIFY - Whal's under the hnod htips:fidetectily.comiachnolagy

31 www.hopirtaxi.com

Soliware: php
Confidence: 30




4 Status 500 / Internal Server Error 4.1 Status 500/ Internal Server Error

What does this mean? Found at

hitps-fAsww, hopintaxi com: 8000/t

CVSS Score
Vatbosa anor messages may [eak sarsitive information. Error messages may akso be the result of llawed code,

What can happen? Request UAL

Thets is an effor message keaking inthe application. hitps:ffenww. hopintao, com: 8000~ 6

Found at CVSS Score

4.1 itp - fvwww, hoplmad, com: 80006/

GET Poll/ HTTPH 1
Accop!

Soe-Ch-UVa-Pleiform
Uapr-Agent

Sec.-Folch-Mode
See-Falch-User
Sec-Ch-Ua-Mobile
Sec-Fetch-Dest
Sat-Fateh-Site
Accepl-Langunge
Sec-Ch-Ua
Accopl-Encoding

" el I

Lot

Host

lextitmi, applicationfxhitmi+xmi. applicationdm;

q=0.9.imagefawl imageiwebp imagadapng,*f' | g=0.9,application/sigred-exchange:

v=b3, q=09

"Windows'

Mazillaks.0 (compatible; Delactify)

+Hipa:fideteciity comboliedct 1721-2764-4090-85682- 6510057 d7cT1
navigals

7

20

dogumsnt

sama-origin

an-US en; g=0.9

“Chromium';v="106" “ Mol A;Brand" v="95", "Gaogle Chrome" v="106"
gzip, dellale, br

1

wiww_hopintaxi.com: 8000

HTTPO.Q 500 Irtermnal Server Error

Sarvor

Date
Conteni-Type
Conneclion

openresly
Fri, 25 Moy 2022 17:07:39 GMT

1extiplain

keap-alive




MDH - 500 infernal Sorver Emor
WIKIPEDIA - Lial ol HTTP siglua codes

DETECTIFY - What ia Security
Miaconfiguretion?

hitps:frdeveleper.mozilla orgéen- USidocs/MWeb/MHTT PAStatusfs00
Hips:#an.wilipedis.orghsikiftist_ol_HTTP _stalus_codesdSxi_serve
r_oricrs

Hips:fwww.youube comiwatch Pv=WQ4svQuoRnS

13

5 Lacking Redirect from HTTP to HTTPS

What does this mean?

Satme users may be vulnarable to man-in-the-middle attacks as no strict enforcing of hitps:# exists,

What can happen?

The website has both a hitp.# and a htips.#f endpaint available, b doas nol anforce a redirect from htip:if 1o hps:f.
Found at CVSS Score

5.1 it fhwnenes www. hopintaxi.com




5.1 Lacking Redirect from HTTP to HTTPS

GOOGLE - A sacure web is hera to slay  hlips:isecunity.goegleblog.com/2018/02/a-secure-web-is-harg-10-5ta

y.himl
STACKCGVERFLOW - Hew lo redirect all  hiipsifslackoveriow.comfquastions/4083221 how-1o-redirect-all-http
HTTP requests to HTTPS -raquasts-to-htips
MISC - Guide: Converling your sito from  hilps v, elavated comiguide-converting-site-Htip-htips/
Found at CVSS Score HTTP to HTTPS
ey, wew, opintasa. com/ MISC - A Stop-by-Slep Guide to Migrale  hips:Hfvww.enireprenaur comfarticle/282712
Your Site to HTTPS
Request URL DETECTIFY - Whal is Securily hitps:fAvww. youtube comwatch?v=WQdsvCuORng
TotpfAaw. hopintaxi Mizcontiguralion?

Mi=sing Aesponse Header

Location = hitpe./Awww.wivw. hopintaxi com/f

GET /HITPH A

Accepl textfiml,applicationfxhtmi+ml, sppticationimi;
q=0.9 image/avil,image/webp \magedapng, /", g=0.B,applicationfsigned-exchargs,
v=b3, q=0.9

Accepl-Encoding gzip, deflale

Accept-Language - errlls

Conneclion keaep-alive

Host v iy hopintadi.com

Upgrads.] o-Requests 1

User-Agont Mozlllars,Q (compatible; Celactity}

+hitps fdelectiiy combatie8c11721-2764-4c523-8583-851 0257 d7e71

HTTPR#.1 404 Not Found

Diale Fri, 25 Mov 2022 14:10:04 GMT
Sorver opanresty

Tranafer-Encoding chunked

Vary Accept-Encoding

Connection keap-alive

Conteni-Encoding azip

Content-Typs textAiml; charset=i50-8859-1




6 Emall Enumeration

What does this mean?

Spammers can sasily galher these email addresess and use them In spam campaigns. An allacker may also use
those smail adressess Ior spear phishing and othar attacks.

What can happen?

The wab slte reveals one or mare email addreseas in plain text,

Read mors aboud the finding
[htips-tisuppont.delactify. comésuppanisolulionsfarticles/d 800104897 4-emai-erumerationlhere)]

Found at CVSS Score

61 hiipuAwww, hopinlaxd comfappdndex himl
6.2 htips:fiwww. hopintaxi comdspphndex.html
62 hilp:fAwwe. www hopintaxi. comf gilf

detectify 17

Found at

6.1 Email Enumeration

CVSS Score

htipy:/fwaawe hopiniaxi.comiappAndex. btmi

Request URL

htp Ay, hop intaxi.cormfappfindex. html

GET fappindex hml HTTPA 4

ase-ch-ua
wec-ch-ua-mobile
Accept

Upgr
soc-ch-us-pleiferm
Sec-Feich-Dest
Sac-Fotch-Site
Sec-Fotch-Lser
Accopt-Encoding
Accept-Language
Sec-Falch-Moda

HTTPA 1 200 OK

Transfer-Encoding
Sarvar

ETag

Conrnselion
Contenl-Encoding
Vary
Last-Modiflied

detectify

“Chromium® v="106", " Net & Brand®v="95", "Gongle Chrome™ v="108"
70

textMiml, applicationdhtmlexmi, applicationfuml;

q=0.5,imagefavif imagefvabp.imagefapng,™f"; 4=0.8 applicalion/signed-aichange.
v=b2,q=05

1

“Windows"

dotumarnl

same-origin

Kal

gzip, dellate, br

en-US,en; q=0.9

navigate

chunked

openresty
"g86c3-5003898432a8b- gzip”
kegp-aliva

gzip

Accept-Encoding

Thu, 24 Mav 2022 14:55:40 GMT




Date Fri. 25 Nov 2022 14:04:19 GMT
Conlent-Type e/t

DETECTIFY ~ Detaclity Support Center - Htipa Hsuppon.datediify. comfzupport/solutionsfaniclesfa8001 040974

Email enumeration -smail-esnumearation

email@hapin.sk

tvoj@mail,com

detectify

19

Found at

6.2 Emall Enumeratlon

CVES Spore

hitps Awww, hopintaxi, comiappinds. html

Request UAL

htips-fAsnww. hopirtax], comiappfindex, htmi

GET fapp index, htmi HTTP/.1

goe-ch-us
sec-ch-ua-mobile
Accepl

Upgrade-insecure-Haquests

gec-ch-ua-pleiform
Sec-Falch-Dost
Sae-Felch-Sito
Sac-Felch-User
Accopt-Encoding
Accopl-Languwage
Sac-Felch-Mode

HTTP#H.1 200 OK

Transfer-Encoding
Server

ETag

Connection
Contenl-Encoding
Vary
Last-Modified

“Chromium’w="106", " Not A;Brand",v="29", "Google Chrome" w="106"
70
lexthim, applicationfxhtrni-+x ml application/ml;

q=0.9,Image/avit.i fvebp, | fapng, 7, q=0.8, appllcatlon/sig nesd
v=h3;9=08

1

"Windows®

documeni

same-oTlgin

kal

gzip, deflate. br

en-US en; g=0.5

navigale

chunded

cpanresty
"afitice-5003009432a6b- gzip”
kepp-alive

azip

Accept-Encoding

Thu, 24 Nov 2022 14:55.40 GMT

hange;

20




Dale Fri, 26 Nov 2022 13:55:39 GMT

Comont-iype Nl 6.3 Emall Enumeration

DETECTIFY - Detectily Support Centar-  hips:suppaor. deteclily.comisupp onfsolutionsfarticles/4B00104697 4

Emnil anumearalion -email-enumeratien
Found at CVSS Score
hittp:fhanaw. www. hopinmad.comy.git!
email@hopinsk
Request UAL
http v www. hopintani comy.gity
marcus@mydomairn.com

N
tvojmail@tvojmail sk GET 4gitt HTTPH 1

aec-ch-us “Chromium’v="106", " Nol A;Brand"v="9¢". "Google Chrome™ v="106"

sec-ch-ua-mobils 0

Accopl Ml applicationddiml+xmi, applicationfml;
q=0.9,image/avil,i fwabp,i fapng,*r, q=0.8,applicalionfsignad-exc
v=b3;g=0.9

Upgrade-insscure-Aoquasts 1

soc-ch-ug-plallorm "Windows*

Sec-Feleh-Dost document

Sec-Fotch-Site same-origin

Sec-Felch-User kal

Aecopl-Encoding gap, deflale, br

Accepi-Language orrUS.on; g=09

Sac-Fatch-Mode nawvgale

HTTPH.1 509

Tranaler-Encoding chunked

Sarver openresty

Conpection keap-alive

Date Fri, 25 Mov 2022 13:54:22 GMT

Contont-Type tostfrtmi; charest=UTF-8

detectify 2 defectify




DETECTIFY - Doteclify Support Center - htips:/fsuppon. detectily. comfsupporiisolutions/anicles/4800104897 4
Emaoit enumeration -email-gnUmeraticn

7 Remote Administration Portal

halpdesk@webonic.hu

What can happen?

A ramote administration interlace has been tound.

Read mora about the issue
[hitps:#support. detectify.com/supportisolutions/anclas/4B00104897 5-remole-adminisiralion-ponalihere].

Found at CVSS Score
7.1 hittp s A, hopintaxi.comiwp-login php

detectify 2 detectify 2




7.1 Remote Administration Portal

Found at

CV35S Score

Hitps: . hop Intax].comAvp-1ogin pshp

Request UAL

htips: v hopintaci comAvp-login, php

GET Mp-login.phe HTTP1.1

sec-ch-ua
sec-ch-ua-molile
Accepl

soc-ah-ua-plaltorm
Soc-Faleh-Doyt
Sec-Felch-Sile
Sec-Folch-User
Accopt-Encoding
Aceept-Langunge
Sac-Folch-Modo

HTTR#1.1200 OK

Transter-Encoding
X-Frame-Qptions
Sorver
Cache-Control
Connostion
Conient-Encoding
Vary

“Chromium™v="106", “ Not A;Brand”;»="98", "Google Chrome"v="105"
0

Y - r

{5 [N NWATTY,

=9, imagedavil, i Anahp,imageiapng, " F; q=0.9,spplicationsighed-enchangs;
wulyd; g=0.9

1

“Windows"

dosument

same-crigin

ksl

gzip, dellate, br
en-US.an; q=0.9
navigate

churkad

SAMEORIGIN

oponrasly

no-cache, must-revalidate, max-age=0
keep-alive

g%

Accapt-Encoding

25

Sai-Cookie

Expires Wed, 11 Jan 1984 05.00:00 GMT
Dale Fri, 25 Nov 2022 14:03:26 GMT
Contont-Type text/htmi; charset=UTF-8

DETECTIFY - Deleclily Support Center -
Remole Adminiairalion Portal

Hhps {eupport. delectily.com/s

wordpress_tesl_cookie=WP%20Co0kie% 20chack; palbef, secule

leles 48001 048975

-+ amole-adminisiraticn-portal

T

26




8 Empty Document

What does this mean?

There is ro risk by serving zero sized documants, bt it might be worth nolicing that the files exist and that they can
be exlernally accessible,

What can happen?

We lound resources thal appear to be serving HTWL, although wilhout any cortard. This may ba an indication of
backend errors or legacy code.

RAead more abold Ihe finding
[htips fsupport.detectiy. comisupportisciutionsfar

104897 2-ompty-document| neta).
Found at CVSS Score
a1 hitlpsHwww. hopintaxi.comfwp-contig.php

8.1 Empty Document

Found at

hittps:Awww. hopintaxi.comwp-contig php

Request URL

htipsissew. hopimaxi. comfvp -config php

GET Avp-conlig.php HTTPA1

enc-ch-ua
sec-ch-ua-mobile
Accapi

u o - q

aed-ch-ua-platiorm
Sec-Foleh-Dest
Sec-Feich-Sito
Sec-Felch-Usar
Aecopl-Encoding
Accepl-Language
Sec-Fatch-Mode

HTTPA.1 200 OK

Sarver
Conneclion
Vary
Conteni-Lengih
Date
Contenl-Type

detectify

CVSS Score

"Chrormem v="105", * Not A;Brand" v="99", *Google Chrome" y="105"

0

Laxt/Hmi applicationdehimi+xml, applicationdiml;
q=0.9,imagefavif,imagefwebp imagedapng, ', g=0.8.application/signed-axchangsa;

v=b3; a=09

1

“Windows'
document
EAIT-CTigin

kal

gzip, deilate, br
enlS en; g=0.9
navigale

Qpantesly

keap-aliver

Accept-Encoding

1]

Fri, 25 Mov 2022 13:54:08 GMT
text/ntml; charset=UTF-8




Releronces

DETECTIFY - Delactily Support Conter -
Empty Document

DETECTIFY - What ix Sacurity
Mizconflguration?

detectify

Hitps.Asuppon dalediily. comisupportfsolutionsfaniclesfd8001048972

-HIrpty-documant
hipsfwaen. youtube comAvalch Pv=WQ4svQuoRng

29

9 HTML Comments

What does this meen?

Tha srippsts of code within commenis will remain lnactive uniil you remaove the cormmenl brackets. The comments
might alse contain sensilive infarmalion not meanl 1or 1he public.

What can happen?

HTML commants, used 1o slore tsmporary code wrilten by Ihe devalopers, are vislbla ko the public. Read mare at our
[hitps Hsuppon. detectify comisuppon/solutionsAicles /4A001048955-htmbk-commentsiknowledge bass].

Found at CVSS Score
91 hutp :fiwww, hopintaxi. com/ zhfssarch,cgl
9.2  hupfiwww.hopinlax comd: Amglficonsb|ackbarmy svg

9.3 htip.fwww.hopinlaxi.comfappifindax hum|




9,1 HTML Comments

Found at
hutp:fAwwew. hopirtaxi comfsearchisearch.cq

Request URL
htip Awww. hopimaxi.comisearch/isearch.ogi

DETECTIFY - Detectily Suppor! Cenlor -
HTML Commente

detectify

CVS5S Scare

hitps:Heuppon detectily. comfsupp

001048959

-html-comments

N

9,2 HTML Comments

Found at CVSS Score
Iattp - rwv, hiopintas, com, fimgAconsblackbeny.svy

Request URL

hittp- s hopintaci. com/, Amgficonsdlackberry svg

DETECTIFY - Datectily Support Center -
HTML Commenta

detectify

hitps #suppon detectly. comdsuppon/soiutionsfanicles/A8001048959
+himkcommenis




9.3 HTML Comments 10 Execution After Redirect (EAR)

Found at CVSS Score What does this mean?

hup v hopintaxi comfappindex. iml An artacker can gl hold of information intended |ust for logged in usets, which in turn could lead 1o a complate
cormgromise of the systern, although this vanes from case 1o caza.
Request URL

hitp fAwwew. hopirtaxi.comfappdindex.himl What can happen?
The server sends data slter the redirect.
Found at CVSS Score

101 hips: Mwww.hopintexi.comfapp/
DETECTIFY - Detectily Support Center -  hitps:#aupport.delectly.comisupport/solulionsfanicles/45001 048959

HTHML Comments -hirml-comments

detectify a3 detectify 2




10.1 Execution After Reditect (EAR)

Found at

hiips fwwew hopintaxi. comfapp/

Request URL

Hilps: i, hopintaxi. comiapp/

CVSS Score

Vulnerahle Response Header

Locstion

GET fapp/HTTPA.1

gac-ch-ua
soc-ch-uva-mobilo
Accapl

u dal R,

set-ch-ua-platfonmn
Soc-Felch-Dosl
Soc-Folch-Sile
Sac-FeichUaer
Aeeepl-Encoding
Accepi-Language
Sae-Folch-Mode

HTTPA .1 302 Found

Sarver
Connection
Contant-Encoding
Vary

detectify

“Chromium;v="106", * Nol A;Brand"v="33", "Google Chrome"v="106"
70

texttml applicalicniddmls xml, applicationsm;
g=0).9,imagefavltimageiwebp imagedapng,” ™ g=0.8 applicationisigned-exchanga;
v=h3; g=0.§

1

"Windows®

dotument

same-origin

21

gzp, deflate br

er-US en; g=0.9

navigale

openresty
keop-ative

g2p
Accepl-Encoding

Contenl-Lengih 48

Date Fri, 25 Nov 2022 12:55:41 GMT
Content-Type text/htmi; charsat=UTF-8
Location hitps i hopirtaxi.comfappfindes imiPv=722

DETECTIFY - Execulion Altet Redirect
(EAR) _
OWASP - Execullon After Rediroel (EAR)
STACKOVERFLOW - How to exploit
Execution After Radirect vulnerability In
PHP?

UCSE - Fear the EAR: Discovering and
Miligaling Executicn After Radirect
Vulnerabllities

MISC - Qverview of Exaculion After
Radirec! Web Application Vulnerabilities
DETECTIFY - Doteclily Supporl Confer -
Execution Aller Redirect (EAR)

hitps:isuppon. detactity. comisuppor/solul lonsfarticlas /48001048953
-execuion-aller-redirect-aar-

hitps: Aview.owasp.orgfindex.php/Execution_Afler_Redirect_(EAR}
hitps: ffstackoverlow.comiquasiions/221651 44 how-to-exploit-axecut
ion-afisr-radiract-vulnarabilty-in-phy

hitp:#tes, ucsb.edui~bboaipublich ubsflear-the-sar-ccs2017 pdf

hip:Hadarndoy 8. comblog 201 HM200varview-ol-exaculion-altar-
radirect-wot-application-vulnarabiliies/

htips:ffsuppont.detectily comsuppoitisolutions/arlicles/48001 040953
-execution-afler-redirect-sar-




11 External Resources

What does this mean?

Thae owner of the domain the resources are joaded from has control of 1he resourcas and can changs it without 1the
owner of 1he web aite knowing. By daing ¢, 1he owner of the domain 1he resources are loaded from can alse affect
the web site laading the resources,

This coult be done by the owner of the external domain or an atlacker who mariages to hack i,

What can happen?

The welr site includes resources hosted on an extamal domain. Fleage ngte thal a domain counls as extarnal # it's
not wilhin your scan scope, so you should venty i you control the resources on the external domain or not.

Found at CVSS Score
111 hilp:ffww. hopintaxt. coméaearchisearch. cgi

detectify a7

11.1 External Resources

Found at CVSS Score
htp :fAwwvr. hopintaxi.comdsearchisearch.ogi

Request URL

hip-hswew hopil hys el

GET fsearchfsearch.cgi HTTPH A

Boc-ch-ut
a86-Ch-us-mobite
Aeccopt

"Chromium’;v="106", " Not A;Brand*;v="98" "Googla Chrome" y="106"

k]
1ext/html, applicationfhtml+xml, applicationsmi;

q=0.9 imagsfawvif,image/webp, | fapng.*f*; g=0.6.applicalion/signsd- exchanges,
v=h3; q=0.9

Upgrade-) A 1

aec-ch-ua-platiorm "Windaows"

Suc-Fatch-Deat decument

Sec-Fatch-Sito Same-ongin

Sec-Felch-Uzer kil

Accept-Encoding 9zip, deflate, br

Acvepl-Language an-US an; q=0.9

Sec-Fotch-Mods navigate

HTTPH. 1,200 OK

Tranaler-Encoding chunked

Sorver opeanresty

Connectlon koep-alive

Conlent-Encoding gzip

Vary Accepl-Encoding

Date Fri, 25 Nov 2022 14.02:00 GT

Link <htips:iepiniad commp-jsont>, rel="hiips./api.w.org

detectify




Cantonl-Type texthiml, charsel=UTF-8

DETECTIFY - Deteclily Support Center -  htips:#fsupport.d fy comfsupporfsolulionsiartich
Extemal Resourcas -oxlemal-testurces
DETECTIFY - What is Sacurity htips:iiervny. youtube. comiwatch =W 4svQuOANnS
Miseonllguration?

hitp:#ampg.orgiini

hitps: Aooneent cockiebot comiue j5
htips:thwwew.googletagmanager. comig himiPld=GTM-5TMXDEF
htipsihwww.googletagmanager.comigtagls tid=A-34641698-1
htips:ajax googleapis comfajaxipaiwenion & 26wettontjsTver=1 227 0

O 048976

If the extarnal resourcs is from a trusted sourca this could be an accepted risk. However, the bast thing 1o

do s, of course, 10 ménimise the mamber of extemal resoureas akogeiher.

Jel:]

12 Discovered Host(s)

What oan happen?

Datectify has jound the ollowing hosts. This 18 in no way a wuinerability. but should be considered an indicator jor

what has been covered,

Read mors [hitps.fsupport, detectity comisuppon/solutlionsfarticles/48001048970-discovered-andy omtiharsj.

Found at

121 www hopintaxi.com

CVSS Score

40




59854cp closed

12.1 Discovered Hosts 5985/cp closed
64493cp closod
7001Acp closed
F0T7Acp cloasd
SHHAep closed
8009Acp closed
8047Acp closad

Found at CVSS Score BOBHAcp closed
wiww. hopintaxt com £0B0Aep cloasd
B0B1Aco cloged
B0B3Acp cloged
80831cp closed
Datactily lound and tried 10 access 2 domains, and have analyzed Ihem lor securily flaws, B80694cp closed
8100A¢p closed
Domains: 2199Acp elosed
www hopintaxd.com 84434cp clooed
W e, hopintaxi.com 84447cp closed
E5001cp closed
BBB0cp cloaed
www.hopiniaxi.com: &egsncp closed
>37.9.175.16 20004cp closed
20Aaz htip open 9001Aep closed
4437cp hitps open 90024cp closed
4437i¢p http open $080/1cp clooed
5432Acp open 9050Acp closod
B00ONcP Mips apen 8418Aep closed
B00Acp Hip open BadAcp elossd
eAcp closad 112114cp closed
Ad4iep closed 16889/cp closed
21814cp closed S500fHMcp closed
2376 closed 50013Acp cloged
2376kep closed 50014Acp closed
3000ftcp closed
3001 ficp closed
3128Acp closed
3790Mcp closed v wwnw hopintaxt.com:
44434ch closed = 37917515
44440ch clesed BOAcp htip open
AS67hep closad 443/tcp hitps open
48481cp closed A43hep htip open
SB584cp closed S432hep open
5394/cp closed BOGcp hilps open
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8000Aep hitp opan
Mitep closed
4d44/cp closed
21814cp closed
2375Acp cloged
2376/cp closed
3N00ALp closed
3004Aep cloged
A128Acp cloaad
3780A0p cloned
444240p cloned
4444 cp closed
A567cp closed
4848A¢cp closed
5858/ cp ¢loaad
5384 cp closad
58854cp cloved
58864cp closed
§443¢cp closed
T001Aep closed
F077/cp closed
8001 cp closod
S008AGp closed
80471cp cloged
80694cp cloyed
8080Acp elosed
G081/1cp closed
80a3cp closed
8039Acp cloasd
a08%tcp closad
§1itep cloaed
8181Acp closed
8443A¢p closed
8444/cp closed
9500Acp clogsed
883 0p cloned
8898/ cp cloved
90004 cp closed
9001 Aep cloved
9002Acp closed
8050Acp closed
9090Acp cloned
S18Acp elosed

detectify
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844 cp closod

11299 cp chosed
16686Acp closed
50000/cp chysed
500131¢ep closed
S0014Acp closad

detectify
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13 Crawled URL's 13.1 Crawled URL's

What does this mean? Found at CVSS Score
A scan might lake 100 long dus to rapresaniative conisnt on ihe application. Vulnerabilities mey also be missed i www.hopintaxi.com -

Detactily lack coverags in some area of the application !l you suspect Detectily can parform better, then taks a look
attha assoclated C3Y.

What ¢an happen?

This finding is generaled for debugging purposes. A link is assacialed with this finding containing a CSV fils with all DETECTIFY - Download Crawled URL's  hups:ih3-eu-wesl-1.amazonaws.comfdify.crawlf30e7 061944005048

crewled URL's. csv d23dcd9686a7hadS 0011 721-2764-4063-8563-6510e57d7c7 14d6as
codl-E62bd-da0-DoH -FoF d b d33a2iwww. hopintaxi com-20221125

Found at CVSS Score

1411-crawl.csv
131 www. hopintaxi.com

Dalectily ried to access 1073 URL's, 360 ol thase were idertilied as unique duning crawming ard weant
threugh further esting.

detectify = detectify

48




14 Service Providers 14.1 Service Providers

What does this mean? Feund at CVSS Score
Anyona can retrieve this dara. It's only hers 1o serve as an indicator of what vendors have access lo. www. hopintax com
What can happen?

The isted providers are aulhonzed o host diferert parts of your Infrastructure.

Read more [hilps:#suppont detectily.com’ solulions/articlestd 8001 0489B0-service-providarslhere]. DETECTIFY - Detectlily Support Conter - hitpps:/suppon. deteclify com/Aupportisolutions/ariclas42001 046300

= Service Providers -servicg-providers
Found at CVSS Score

144 www-hopirtaxi.com

dora.hs cloudflare.com

15,175.9.37 in-addr arpa websuppon.sk
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Parking
Nové mesto
2 hours

2 EUR with VAT
1.667 EUR without VAT
0.333 EUR VAT

Valid:
from 7.12.2021 9:00
to 7.12.2021 11:00

Date of purchase: 7.12.2021 8:58

ICO: 355825600, IC DPH: SK 2020 286 037, Hlavné mesto SR
Bratislava, Primacialne nam. 1, 814 99 Bratislava



